MNupopmManuoHHasi MaMATKA I 00y4aloUIUXcs AJs pa3MenieHust Ha 0(pMIMATbHBIX
HNuTepHeT-pecypcax

Komnviomepnuvie eupycoi

KoMmnbloTepHslii  BUpYC — 3TO  pPa3HOBUJHOCTb  KOMIIBIOTEPHBIX  IPOTPAMM,
OTJINYUTEIILHON OCOOCHHOCTHIO KOTOPOM SIBIIIETCA CIIOCOOHOCTh K pa3MHOXKEHHIO. B
AOIMMOJIHCHUEC K 3TOMY, BUPYChI MOTYT MOBPCAWUTH WJIM IMOJHOCTBIO YHUUYTOXUTH BCC (1)21171.]1]:1 n
JaHHbIE, MOJKOHTPOJIbHBIE IMOJIb30BATENI0, OT UMEHH KOTOpOro ObUla 3amylleHa 3apak€HHas
nporpamMma, a TakKXC MOBPCAWUTL WM HaKC YHHUYTOXKUTH OINCPAIMOHHYIO CHUCTCMY CO BCCMH
¢aitnamu B 11enoM. B 60bIIMHCTBE CiTy4aeB pacpOCTPaHAIOTCS BUPYCHI Uepe3 UHTEPHET.

MeTobl 3aIIUTEI OT BPEJOHOCHBIX MPOTpaMM:

1. Hcnonb3yli cOBpEMEHHBIE ONEPALMOHHBIE CUCTEMBI, UMEIOIINE CEPLE3HBIN YPOBEHB
3aIUTBI OT BPEAOHOCHBIX IPOTPaMM;

2. TlocrosiHHO ycTaHaBiMBail madTu (UM(POBBIE 3aIUIATKH, KOTOPHIE AaBTOMATHUYECKU
YCTaHABIIMBAIOTCS C IEJbI0 JOPAOTKH TPOrpaMMbl) U APYrHe OOHOBJICHUS CBOEH
orepaunoHHOM cucteMbl. CKauMBail X TOJBKO ¢ OPHUIMATBHOTO caiiTa pa3padoTynKa
OC. Ecnu cymiecTByeT pekuM aBTOMAaTHYECKOTO OOHOBJICHUS, BKIIFOUH €TO0;

3. Paboraii Ha cBoeM KOMIIbIOTEpE MO NIpaBaMHU IOJIb30BATENA, a HE aJIMUHUCTPATOPA.
OTO HE MO3BOJIUT OOJBIIMHCTBY BPEIOHOCHBIX IMPOrpPaMM HHCTAJUIMPOBATbCS Ha
TBOEM NEPCOHAILHOM KOMITBIOTEPE;

4. Hcnonp3yil aHTUBHPYCHBIE IPOTrPaMMHBIE NMPOIYKThI U3BECTHBIX NMPOU3BOAUTENEH, C

aBTOMaTHYeCKUM OOHOBIIEHHEM 0a3;

Orpannyb pU3HUECKUIl TOCTYI K KOMIBIOTEPY AJIs IOCTOPOHHUX JIUIL;

6. Vcnonp3yii BHEIIHME HOCUTENU MHPOPMALIUH, TaKKe KaK (premka, AMCK UK Qaiin u3
MHTEPHETA, TOJIBKO U3 NPO(EepPEHHBIX HICTOUHUKOB;

7. He otkpeiBaii KOMObIOTEpHBIE (HAIIIbI, MMONyUYECHHBIC U3 HEHAAEKHBIX HCTOYHHKOB.
Jlaxxe Te (aiisibl, KOTOpBIE MpHUCTAT TBOM 3HAKOMBIA. Jlydiie yTOYHM y HeEro,
OTIIPABJISUI JIU OH TeOe HX.

o

Cemu WI-FI

Wi-Fi - 310 He BUJ mepeiaun JaHHBIX, HE TEXHOJIOTHUS, a BCEro JIMIIbL OpeH, Mapka. Ere
B 1991 rony Humepnanjackas koMmranus 3apeructpupoBana openn «WECAy, aro o6o3Hauano
cioBocouetanue «Wireless Fidelity», KoTopblil mepeBoauTCS Kak «OECTIpOBOAHAS TOUHOCTHY.

Jlo Hamiero BpeMeHHM Jolia jApyras abOpeBuarypa, KOTOpas SIBISETCS TaKOW ke
TexHoyioruei. 3to abopesuarypa «Wi-Fi». Takoe Ha3BaHue ObLIO JaHO C HAMEKOM Ha CTaHIApT
BhICHINIA 3ByKOBOM TexHUKHU Hi-Fi, 4To B mepeBoie 03HaYaeT «BBICOKAs TOUHOCTH.

Jla, OecruiaTHBI MHTEPHET-IOCTYI B Kade, OTeIsIX M adpomnoprax sBISETCS OTIMYHOU
BO3MOXHOCTBIO BbIXO/1a B MHTEpHET. Ho MHOrMe sKCnepThl CUUTAIOT, YTO 001ea0CcTynHbIe Wi-
Fi cetn He aBnsitoTCs 0€30MACHBIMU.

CogeTsl 110 Oe30macHOCTH paboTte B 001IeA0CTYHBIX ceTsix Wi-fi:

1. He mepenmaBaii cBoro auuHyto mH(OpMaIuio depes obmenocrymabie Wi-Fi cern.
PaGotass B HHX, XKelaTeJIbHO HE BBOIUTH MApPOJHM JIOCTYIA, JIOTUHBI M KaKHE-TO
HOMeEpa;

2. Hcnonp3yii 1 OOHOBIISAH aHTHBHPYCHBIE POrpaMMbl U OpaHamayep. Tem cambIM ThI
obe3omacuib ce0st OT 3aKauKu BUPYyca Ha TBOE YCTPOHCTBO;
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ITIpu ucnonb3oBanuu Wi-Fi ortkmoun ¢ynkuumio «OO0mmii noctyn k ¢ainam u
npuHTepam». JlaHHas QYHKIOMS 3aKpbiTa [0 YMOJYAaHHUIO, OJHAKO HEKOTOpPHIE
MOJIb30BATEIIHM aKTUBUPYIOT €€ s yA00CTBa UCIIONb30BaHus B paboTe mim yyeoe;

He ucnonw3yit myomuunsii WI-FI myis mepenaym MUYHBIX JTaHHBIX, HAPUMED IS
BBIX0J1a B COIIMAJIbHBIC CETH MIIU B 3JICKTPOHHYIO MOUTY;

Nnonp3yit Tonpko 3amuieHHoe coeauHenue vepes HTTPS, a we HTTP, 1.e. npu
Habope BeO-aapeca BBOAM UMEHHO «https://»;

B wmoOmmeHoM Tenmedone orkmoun  Gynknmioo  «l[loakmouenne k- Wi-Fi
aBromMaTudeckn». He normyckail aBTOMaTuuecKoro moAKII4YEHUS YCTPOUCTBA K CETAM
Wi-Fi 6e3 TBoero cornacusi.

COI/;uaﬂbele cemu

OCHOBHBIE COBETHI 10 0E€30IIACHOCTH B COLUAJIBHBIX CETAX:

1.

2.

Orpannub CIUCOK Jpy3e. Y TeOs B JAPY3bSIX HE JOHKHO OBITh CIYYalHBIX H
HE3HAKOMBIX JIFOICH;

3amminai CBOI 4YacTHYIO >ku3Hb. He ykaspiBail maponm, TenedoHsl, aapeca, nary
TBOETO POXICHHUS W JPYTYIO JIMYHYI0 HWHQPOPMAIUIO. 3JIOYMBIIUICHHUKA MOTYT
UCIOJIb30BaTh JAake MH(OpPMAIMIO O TOM, KaK Thl U TBOM POJUTENN IUIaHUPYETE
MPOBECTU KAHUKYJIbI;

3amminai CBO0 PEnyTaIuio - JEPKHU €€ B YUCTOTE M 3a/1aBail cebe BOMpoc: XOTes Obl
ThI, 4TOOBI APyTHE IMOJB30BATEU BHUJICIH, UYTO ThI 3arpyxaemb? [logymaii, mpexie
9YeM YTO-TO OMYyOJIMKOBATh, HAMIMCATh U 3arPy3HTh;

Ecau TeI TOBOpUIIB € JIIOJABMH, KOTOPBIX HE 3HAEIlb, HE HUCIOIb3YH CBOE peajbHOE
UMS U JIpYTyI0 JUYHYI0 WHGOpMallMu: UMS, MECTO >KUTENIbCTBA, MECTO y4eObl U
npouee;

N3zberaii pazmenienus dortorpaduii B UHTEpHETE, TIE THI M300paykKeH HA MECTHOCTH,
10 KOTOPOI MOKHO OMPEEIUTh TBOE MECTOIOIO0KEHNUE;

[Ipu peructpanuu B COIMAIBbHOI CETH HEOOXOAMMO MCIOJIb30BATh CJIOKHBIE MAPOJIH,
cocTosMe U3 OyKB U U(DpP U ¢ KOJTUIESCTBOM 3HAKOB HE MEHEE §;

JIyst conranbHOM CeTH, MOYTHI U APYTHX CAaWTOB HEOOXOJAMMO HCIIONIH30BaTh Pa3HbIE
napoiu. Torga ecnu TeOs B3JIOMAIOT, TO 3J0YMBIIUICHHUKH MOJIYYaT JAOCTYI TOJIBKO
K OJJTHOMY MECTY, a HE BO BCE Cpasy.

Onexmponnvie oenveu

DNeKTPOHHBIE JEHBI'M — 3TO OUYEHb yMOOHBIA CIOCO0 TJIaTeXei, OJHAKO CYIIECTBYIOT
MOIIICHHHUKU, KOTOpBIe XOTAT HOJIy‘II/ITI: 9THU NCHBI'U.

DNEeKTpOHHBIE JIEHBIU TMOSBHIUCH COBCEM HEAAaBHO M MMEHHO HM3-3a 3TOr0 BO MHOTHUX
rocyapcTBax 0 CUX IMOpP HE MPOMUCAHO PO HUX B 3aKOHAX.

B Poccun sxe onn pyHKIHOHUPYIOT M O HUX YK€ MPOIKCAHO B 3aKOHE, TJI€ UX Pa3elisioT
Ha HECKOJIbKO BUJIOB — AHOHUMHbBIC U HE aHOHUMHBbIE. Pa3HuIa B TOM, 4TO aHOHUMHBIE - 3TO T€,
B KOTOpBIX pa3peliaercsd MPOBOAUTH oOmepauuu 0e3 HAeHTU(UKALWU TOJb30BaTeNs, a B
HEAaHOHUMHBIX UACHTU(DUKAIIY TTOTH30BATENS SBISETCS 00s13aTEIIBHOM.

Taxke cienyer pa3nnyarh 3JEKTPOHHBIE (UATHBIC JNEHBIH (pPaBHBI TOCYIAPCTBEHHBIM
BaJIIOTaM) U AJICKTPOHHBIC He(DHATHBIC JEHBI'H (HE PABHBI TOCYaPCTBEHHBIM BATIOTaM).

OcHoBHBIE COBETHI 110 0€30MacHOM paboTe C IMEKTPOHHBIMU J€HbIAMU:
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1. TlpuBsku K cyeTy MOOWIBHBINA TenedoH. DTO camblii yIOOHBIH U OBICTPBIA CIIOCOO
BOCCTAHOBUTBH AOCTYN K cueTy. IlpuBsa3aHHbIN TenedoH momoxker, eciu 3a0yiellb
CBOM IUIATEKHBIN NIAPOJIb WU 3ai/IelIb HA CAT C HE3HAKOMOI'O YCTPOMCTBA;

2. Hcnonp3yit ogHOpaszoBbie mapoiu. [locime mepexoma Ha YCHIJICHHYIO aBTOPH3AIMIO
Tebe yxKe He OyAeT yrpokaTh OMACHOCTh KPakKH WM TIepexBara IJIaTeKHOTO MapoJis;

3. BriOepu cnoxublii maposib. IlpecTynmHukam OyJaeT HE TPOCTO yraaarh CIIOXKHBIN
napoib. HaznexHsle mapoiam — 3To Mapoiiu, KOTOpbIE COAEPKAT HE MEHEE § 3HAKOB U
BKJIIOYAIOT B c€0sl CTPOYHBIC M MPONUCHBIE OYKBBI, HUGPHI 1 HECKOJIBKO CHMBOJIOB,
TaKWe KakK 3HaK J1ojuiapa, pyHTa, BOCKIHMIATENbHbIN 3HaK u T.11. Hanpumep, $tROng!;;

4. He BBOIM CBOM JINYHBIE JAHHbIE HA CaliTaX, KOTOPHIM HE TOBEPSCILb.

aﬂeKWlPOHHGﬂ nouma

DNeKTpOHHAs MTOYTa — 3TO TEXHOJIOTHS M MPEIOCTABISEMBIC €10 YCIYTH 10 MEPEChUIKE U
MOJTYYEHHUIO JJICKTPOHHBIX COOOIIEHHH, KOTOpPBHIE paCHpEACNsIOTCS B KOMITBIOTEPHOH CETH.
OO0BI4HO BJIEKTPOHHBIN IIOYTOBBII SITITUK BEITJI AT o (14% {01170 obpazoM:
UMs_TIONB30BATENA(@HUMs_TOMEHa. Takke KpoMmMe Tepeqayd TPOCTOro TEKCTa, HMEeTCs
BO3MOJKHOCTH TIepe/1aBaTh (haubl.

OcHOBHBIE COBETHI IO 0€30MacHOM padOTe ¢ ANEKTPOHHOU MOYTOM:

1. Hapno BBIOpaTh MpaBUIBHBIN MTOYTOBBII cepBUC. B MHTEpHETE eCTh OrpOMHBIN BBIOOD
OecIIaTHBIX MMOYTOBBIX CEPBUCOB, OJIHAKO JIyUIE TOBEPSITh TEM, KOIO 3HAElIb U KTO
IIEPBBII B PEUTHUHIE;

2. He ykaszpiBaii B TUYHOM mouTe JUuHYIO nHpopmManuio. Hampumep, mydine BeIOpaTh
«My3BIKaTIbHBIN _(panaT@» mim «pok2013» BmMecto «remal3;

3. Hcrmonp3yil ABYXATAITHYIO aBTOPU3AIMIO. DTO KOTJa TOMUMO TapoJisi HY)KHO BBOJUTH
KOJI, IpHUChLIaeMblil mo SMS;

4. BpiOepu CIOXHBIA Maposb. J[7s KaKIO0TO MOYTOBOTO SIUKA JIOJDKEH OBITH CBOM
HAJICXKHBIM, YCTOMYMBBIN K B3JIOMY [1apOJIb;

5. Ecimm ectb BO3MOXHOCTH HAamMcaTh CaMOMY CBOW JIMYHBIM BOMPOC, MCHOJB3YH ATy
BO3MO>XHOCTB;

6. Hcrmonb3yil HECKONBKO MOYTOBBIX SIIMKOB. [IepBBIM 111 4aCTHOW MEPENHUCKH C
ajpecaTaMM, KOTOPBIM Tbl JOBEpsS€llIb. OJTO JJIEKTPOHHBI ajgpec HE HaJlo
MCIOJIb30BaTh MPU perucTpanuu Ha popymax u carax;

7. He otkpsiBail (aiinbl U Apyrue BIOXKEHUS B MUChMaxX AK€ €CJIM OHU MPHUILIH OT
TBOUX Apy3ei. JIydre yrouHu y HUX, OTIPABIISIIN JIM OHU TeOe 3TH (haiiiibr;

8. Ilocne okoHuaHusi paOOTHI Ha TOYTOBOM CEPBHUCE IEpeN 3aKPbITHEM BKIAIKU C
caiToM He 3a0y/lb Ha)KaTh Ha «BBIATHY.

Kubepbynnune unu eupmyanvnoe uzdeeamenbcmeo

KubepOynauar — mpecieoBaHue COOOIICHUSMH, COACPIKAITUMU  OCKOPOJIECHUS,
arpecculo, 3aryruBaHue; XyJIUTaHCTBO; COIMAIbHOE OOWKOTHPOBAHME C MOMOILBIO Pa3IMYHBIX
UHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 O0PHOE ¢ KHOEPOYILITUHTOM:
1. He Opocaiica B 60i. Jlyummii cioco0: mOCOBETOBAaThCA Kak ce0sl BECTU U, €CIH HET
TOTO, K KOMY MOXHO OOpaTHTBHCS, TO BHa4aje YCHOKOMThCA. Ecimm Thl HayHENIb
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OTBEYATh OCKOPOJICHUSIMH Ha OCKOPOJEHMS, TO TOJBKO €lIe OOoJbIIe Pa30isKellb

KOH(JIUKT;

VYnpasisii cBoel kubeppernyTranuei;

3. AHOHUMHOCTH B ceTH MHHMas. CyIIecTBYIOT CHOCOOBI BBISICHUTb, KTO CTOUT 3a
AHOHHMMHBIM aKKayHTOM;

4. He ctouT BecTH XyJauTaHCKUA 00pa3 BUPTYyadbHOU XU3HU. VIHTEpHET (DUKCUpPYET BCE

TBOM JICHCTBHUS U COXpAHACT UX. Y JalUTh UX OyJeT KpaiflHe 3aTpyIHUTEIBHO;

Cobnronait CBOM BUPTYaIbHYIO YECTh CMOJIONY;

6. UrHopupyii enuHW4YHBI HeratuB. OJHOpPA30BBIE OCKOPOUTENBHBIE COOOIIEHUS
myyiie urHopupoBaTh. OOBIUHO arpeccus MpeKpamlaeTcs Ha HadalbHOM CTauu;

7. ban arpeccopa. B nmporpammax oOMeHa MTHOBEHHBIMH COOOILEHUSIMH, B COLIMATBHBIX
CeTSIX €CTb BO3MOXKHOCTH OJIOKHPOBKH OTIPABKH COOOIIEHUN C OIpenereHHbIX
a/IpecoB;

8. Ecom T1b1 cBuzmerens kubOepOymnunra. TBou JeiCTBHS: BBICTYNIUTH MPOTUB
IpecieaoBarensi, NOoKa3aTb €My, YTO €ro JEWCTBHUS OLIEHWBAIOTCS HEraTHUBHO,
MoAJepKaTh JKEPTBY, KOTOPOHl HYXKHA IICHXOJOTHYecKass MOMOIIb, COOOIIUTH
B3pOCIIBIM O (paKTe arpeCCUBHOTO MOBEACHHUS B CETH.

N

o

Mobunvuwiii menegon

CoBpemenHble cMapT)OHBI M IUIAHIIETHl COAEPKAaT B ceOe BIOJHE B3pOCIBIH
(YHKLIMOHAJ, ¥ Temepb OHM MOTYT KOHKYpPUPOBaTb CO CTAallMOHAPHBIMH KOMIIbIOTEPAMH.
OpHako, CpeACTB 3aIUTHI ISl MOJOOHBIX YCTPOMCTB MOKa OYeHb Majo. TecTupoBaHUE U MOUCK
YS3BUMOCTEM B HUX IPOUCXOIUT HE TaK MHTEHCUBHO, Kak mis IIK, To ke camoe kacaerca u
MOOMJIBHBIX TPHIIOKEHHH.

CoBpemeHHbIE MOOUIIbHBIE Opay3ephl YK€ MPAaKTUYECKHU JOTHAJIM HACTOJbHbIE aHAJIOTH,
OJIHAKO pacHMpeHre (yHKIMOHANA BJI€YeT 3a CO00H OONBIIYIO CIOKHOCTh M MEHBIIYIO
3alllUIIICHHOCTD.

Jlarmeko He Bce MPOU3ZBOJIUTENH BBITYCKAIOT OOHOBIICHUS, 3aKPBHIBAIOIINE KPUTHYECCKHE
YSI3BUMOCTH JIJIsl CBOUX YCTPOWCTB.

OcHOBHBIE COBETHI 11 0€30MacCHOCTH MOOMIIBLHOTO TenedoHa:

1. Huuero He sBIsETCS MO-HACTOSIIEMY OecraTHBIM. Byns OCTOpoXKeH, BeAb Korua
TeOe TpemiaraloT OeCIIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO
IJIATHBIE YCIIYTH;

2. Jlymaii, mpexe uem otnpaButb SMS, poro nnm Buaeo. Thl TOYHO 3HACIIB, TIC OHU

OyZayT B KOHEUHOM UTOTE?

Heo6xoaumMo 0OHOBIATE OMEpallMOHHYIO CUCTEMY TBOETO cMapTQOHa;

Hcnonb3yit aHTHBUPYCHBIC IPOTPAMMBI JUISI MOOWITBHBIX Telle()OHOB;

He 3arpyxaii npuiosxeHus OT HEU3BECTHOTO UCTOYHUKA, BEJIb OHU MOTYT COJEPKaTh

BPEIOHOCHOE NMPOrpaMMHOE 00ecTIeUeHNE;

6. Ilocie Toro kak Thl BBIWJCIIH C CaiiTa, T/ BBOAWI JUYHYIO MHGOPMAIIUIO, 3aiiu B

HacTpolku Opaysepa u ynanu cookies;

[leproanuecku npoBepsi Kakue MIaTHbIE YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

8. Mamaii cBoif HOMEep MOOMIIBHOTO Tene(oHa TOJIBKO JIIOJIAM, KOTOPBIX Thl 3HACUIb U
KOMY JTOBEpSCIIb;

9. Bluetooth momkeH ObITH BBIKIIOUEH, KOTAA Thl UM He Moib3yemibes. He 3a0biBait
MHOTJa MPOBEPATH ITO.

SARE

~

Online uepot
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CoBpeMEHHBIE OHJIAWH-UTPBI — O3TO KPACOYHBIC, 3aXBATHIBAIOUIUEC Pa3BICYCHHS,
00BEIMHSIONINE COTHU THICSY YEJIOBEK MO0 BCeMY MHUPY. MIrpOKM MCCIEAYIOT JaHHBIH UM MUD,
00IIat0TCs APYT € APYTOM, BBIOJHSIOT 3a/1aHUs, CPAKAKOTCS ¢ MOHCTPAMH M MOJY4arOT OIBbIT.
3a yZOBOJILCTBHE OHHU IUIATSAT: TMOKYMAIOT JAWCK, OIUIAYMBAIOT a0OHEMEHT WM NPHOOpETaroT
KaKHE-TO OILUH.

Bce atm cpenactBa wayT Ha TOJEpKaHWE W PAa3sBUTHE WIPHI, a TakXkKe Ha camy
6C3OHaCHOCTB: COBCPHICHCTBYIOTCA CHCTCMbBI aBTOPU3AllMH, BBIITYCKAOTCAd HOBBLBIC IIaTYU
(mrdpoBBIC 3aIUIATKH IS TPOTPaMM ), 3aKPBIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B HOI[O6HI)IX HUrpax CTOMUT oIacaTbCia HE CTOJIBKO CBOMX COIICPHHKOB, CKOJIBKO KpaXKu
TBOCTO MMapoJjid, Ha KOTOPOM OCHOBaHa CUCTEMA aBTOPU3allUN OOJIBIIIMHCTBA urp.

OcCHOBHBIE COBETHI 110 6€30MaCHOCTH TBOETO UTPOBOT0 aKKAYHTA!

1. Ecnu npyroit urpok BeaeT cedsl TUI0X0 WIIM CO3/1aeT Te0e HeMPUATHOCTH, 3a0JIOKUPYM
€ro B CIIUCKE UTPOKOB;

[loxkanyiicda agMUHUCTpaTOpaM UIpPhl Ha IUIOXOE€ TOBEJEHUE OJTOr0 UIPOKa,
KeJaTesIbHO MPWIOKUTh KaKue-TO JJOKa3aTelIbCTBA B BUJE CKPUHOB;

He yxa3wiBait muunyto nHpopMmanuro B mpodaiisie urpsr;

VYBaxkall Ipyrux y4aCTHUKOB II0 UTPE;

He ycranaBnuBaii HeodunaabHbIE TATYH U MOJIBI;

Hcnons3yi CII0XKHBIE U pa3HbIE MTAPOJIH;

Jlaxxe BO BpeMsi UTPbl HE CTOUT OTKIIOYATh aHTUBHUpYC. [loka ThI urpaemb, TBOU
KOMITBIOTEp MOTYT 3apa3UTh.

N

Nookow

Duwiune unu Kpasica Tu4HblX OQHHbIX

OObIuHOW Kpaxke JeHer M JOKYMEHTOB CETOJHsS Y€ HHUKOro He yAuBHflb, HO C
Pa3BUTHEM HHTEPHET-TCXHOJIOTMM  3JIOYMBIIUICHHUKA IIEPEMECTHINCh B HHTEPHET, U
IPOIOJDKAIOT 3aHUMATBCS «TIOOMMBIMY JEIIOM.

Tak mosiBUIIach HOBasi yrpo3a: MHTEPHET-MOIIEHHUYECTBA WM (UIIMHT, TJIaBHAs IIeNb
KOTOPOTO COCTOHMT B NOJYYEHHH KOH()HICHIMATIBHBIX JAHHBIX IIOJIb30BAaTENeii — JIOTHHOB U
naposeil. Ha anrauiickom si3bike phishing uutaercs kak ¢ummnr (ot fishing — priOHas noBins,
password — mapob).

OcHOBHBIE COBETHI IO OOPHOE C PUITHHTOM:

1. Cnenm 3a cBouMm akkayHTOM. Ecim TBl momo3peBaelib, YTO TBOS aHKeTa ObuIa
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKMPOBATh €€ M COOOIIMTH aJAMHHHUCTPATOpPam
pecypca 00 3TOM Kak MOKHO CKOpeE;

2. Hcnonp3yii 6e30macHbie BeO-CalThI, B TOM YHUCJIC, HHTEPHET-Mara3uHOB U MOMCKOBBIX
CHUCTEM,;

3. Hcmonp3yil cloXXKHBIE U pa3HbIe Mapoju. TakuMm o0pa3om, ecinu TeOs B3JIOMAIOT, TO
3JIOYMBIIIJICHHUKY MOJIYYaT JOCTYII TOJIBKO K OJJHOMY TBOCMY HpO(i)I/IJHO B CE€THU, a HC
KO BCEM;

4. Ecnu T1ebs B3IOMaNHd, TO HEOOXOIUMO MPEAYNPEIUTh BCEX CBOMX 3HAKOMBIX,

KOTOpBIC J00ABJIEHBI Y T€OsI B IPY3bsAX, O TOM, YTO T€Os B3JIOMAJIH M, BO3MOXKHO, OT

TBOCI0O UMEHU 6y;[eT PacCbUIaThCA CIlaM U CCBLJIKU Ha (bI/II_HI/IHI‘OBBIe CaI>'ITBI;

YcranoBu HagexHbIM maposib (PIN) Ha MoOUITBHBIN TenedoH;

6. Orkiroun coOXpaHeHHe mapossi B Opaysepe;

o
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7. He otkpbiBail (aiinbl U Apyrue BIOXKEHUS B MUChMax AK€ €CJIM OHU MPHUIUIH OT
TBOUX Apy3ei. Jlydre yTouHu y HUX, OTIIPABIISIIN JIM OHU TeOe 3Th (paiiib.

Lugposas penymayus

[udposas pemyranusi - 3T0 HeTaTUBHAS WM MO3UTHBHAs MHQpOpMAaILUs B CETH O TeOe.
Kommpomerupyromass uHdopMalids pa3MelieHHass B HHTEPHETE MOXET CEPhE3HBIM 00pa3oM
OTPa3UThCS HAa TBOCH peanbHOU Xu3HH. «lludpoBas pemyranus» - 3T0 TBOW UMUK, KOTOPBINA
dopmupyercst u3 nuadopmalyu o Tede B UHTEPHETE.

TBoe MecTo KUTEeNbCTBa, yueObl, TBOE (PMHAHCOBOE MOJI0KEHUE, OCOOCHHOCTH XapaKTepa
¥ paccKa3bl 0 OJM3KUX — BCE ATO HAKATUTUBAETCS B CETH.

MHorue moJIpOCTKH JIETKOMBICIEHHO OTHOCATCS K MyOJMKAIlMU JTUYHOW WH(POpPMaIUHA B
HuTepHere, HE MOHMMAs BO3MOKHBIX IMOCIEACTBUM. ThI Ja)Ke HE CMOXKEIIb JOTANAThCA O TOM,
yTto pororpadusi, pazmerieHHas 5 JeT Ha3al, CTala MPUINHON O0TKa3a MPUHATH TEOs Ha padoTy.

KommenTapum, pasmemienne TBoMX ¢otorpaguii U apyrue ACHCTBUS MOTYT HE
UCYE3HYTh JaXe IO0CI€ TOro, Kak Thl MX yJalMiib. Thl HE 3HAElIb, KTO COXpPaHWI 3Ty
uH(pOopMallMIo, TOoNala M OHa B MOMCKOBBIE CUCTEMBbI M COXPAHWJIACh JIM OHA, a IJIABHOE: YTO
NOIyMAlOT O Tebe OKpy»Karollee JIOAU, KOTOpble HAaWAyT M yBUAAT 3To. Haiith mHpopmanuio
MHOTO JIET CIYCTS CMOJKET 000 — Kak W3 J0OphIX MOOYXICHHH, TaK W C HaMepeHHUEM
NPUYUHUTE Bpel. ITO MOKET OBITh KTO YTOJTHO.

OcCHOBHBIE COBETHI I10 3aIIUTe HU(DPOBON peIyTaIiu:

1. Tlomymai, mpexae 4eM 4TOo-TO MyOJMKOBaTh M IepefaBaTh y cebst B OJiore Wi B
COLIMAJILHOM CeTH;

2. B Hacrtpoiikax npoduis yCTaHOBH OTpaHUYCHUS Ha MPOCMOTP TBOETO MPODHIIST U €Tro
COZIEPKUMOT0, CHIEIIall €ro TOJIBKO ULl IPYy3€en»;

3. He pa3memniaii u He yka3biBaii HHGOPMAIIHIO, KOTOPas MOKET KOT0-TH00 OCKOPOIAThH
WJIH OOWIKATh.

Aemopckoe npago

TepMuH «MHTEIUICKTyallbHAs COOCTBEHHOCTB» OTHOCHTCS K Pa3JIMYHBIM TBOPCHHSIM
YeII0BEYECKOr0 yMa, HAaUMHAsl C HOBBIX M300pPETEHHI U 3HAKOB, 0003HAYAIONINX COOCTBEHHOCTh
Ha TPOXYKTBI M YCIYT'H , W 3aKaH4YuBas KHUTaMH, QororpadusMu, KHHOGUIBMAMH U
MY3BIKAJIbHBIMU MPOU3BEICHUSIMHU.

ABTOpCKHE TpaBa — 3TO MPaBa Ha MHTEJUICKTYalIbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHHUS
HayKH, JINTEPATYPbl U UCKYCCTBA. ABTOPCKHE IIpaBa BBICTYNAIOT B KAYECTBE TapaHTUH TOTO, YTO
MHTEJUICKTYaJIbHBIN/TBOPUECKUI TpyA aBTOpa He OyIeT HampacHbIM, JACT €My CIpaBeAUBBIC
BO3MOXHOCTH 3apa0o0TaTh Ha pe3yibTaTax CBOErO TPYyJa, MOJYyYUTh U3BECTHOCTh U IMPU3HAHUE.
Huxkro 6e3 pasperieHust aBTopa He MOKET BOCIIPOM3BOIUTH €0 POU3BEACHUE, PACTIPOCTPAHSTH,
nyOoJIMYHO JI€MOHCTPUPOBATh, IMPOAABATH, HMMIIOPTHPOBATh, IyCKaTb B IPOKAT, MyOIMYHO
UCTIOJIHATE, IOKA3bIBATH/UCIOIHATH B AHpe WK pa3memiaTts B IHTepHeTe.

Vcnonb30BaHue «IUPATCKOT0» MPOTPAMMHOTO 00ECIIEYeHUSI MOXKET MPUBECTU K MHOTUM
pUCKaM: OT TOTEpPH JaHHBIX K TBOUM aKKayHTaM J0 OJOKHPOBKM TBOEro YCTpPOMCTBa, I/e
YCTAHOBJICHHBIN He JerainbHas mporpamMma. He cTouT Takke 3a0bIBaTh, YTO CYLIECTBYET
JerajbHble U OeCIUIaTHBIE POTPaMMBbl, KOTOPbIE MOYKHO HalTH B CETH.


http://gimn-keg.ru/setevichok.htm
http://gimn-keg.ru/setevichok.htm

O nopmane

CereBu4ok.pp — TBOW TIJIaBHBI COBETYMK B CETH. 3/€Ch THl MOXEIIb Yy3HATh O
0€30MacCHOCTH B CETH MOHSTHBIM U JIOCTYITHBIM SI3BIKOM, a MPU BOSHUKHOBEHHH KPUTHYECKOMN
CUTyallul OOpaTUTHCS 3a COBETOM. A TakKe MPHUHATh ydacTHE B KOHKypcax M CTaThb CaMbIM
U(POBBIM TpaKTaHUHOM !


http://gimn-keg.ru/setevichok.htm

