[loKYMEHT NOANMUCaH NpOCTO# 3NeKTPOHHOM NOANMUCHIO
MHbopmauus o Bragenbue:
®WNO: branknHa Anena OnerosHa

Jﬂlgf:( ;3;;3;?;?14 07 ,(ABEQHOMHASA HEKOMMepUecKasi OpranH3alns BbiCcIIEro o0pa3oBaHus

YHUKaNbHbI NPOrPaMMHbIit KITHY: «MHCTHTYT COLHAJIBHBIX HAYK»
b2aeadef209e4ec32d89f812db7eed614bb00b0c

5§
N \‘J\ HA} % -
4 Pexiop -AHOBOYICH J
,:"j’_:%ﬁﬂ&ﬂi(ﬂi—l% AQ

M s pi c‘[“\f 3
U_Jg; 2 ““ .‘u.q.\‘ﬁ_. L L.
S SN 2L | 20 T
LB,

/‘;Y/qu?mﬁo-i:}}ff Y, /,KN'Q 77

@

&) .
¥/ A My

'Sf(‘:’s,
oo Bl

PABOYAS [TIPOTPAMMA JUCHUILIMHBI
B1.B.JIB.01.02 Cpenctea 3auuThl HHOPMaIHH

(unoexc, HauMeHOBAHUE OUCYUNIUHBI, 8 COOMBEMCMEUL C yuebHbIM RAaHOM)

38.04.05 BusHec-uHboOpMaTHKa
(K00, HAUMEHOBANUE HANPABNEHUA nodzomosxu)

«bu3Hec-aHAIMTHKAY
(npoghuns)

MarucTp
(keanughurayus)

o4YHas
(ghopma obyyenus)

I'on nabopa — 2022



COAEP)XAHHUE
1. [lepeueHs MmIaHUPYEMbBIX PE3YAbTaTOB OOYUEHHUS MO TUCIUIUIMHE, COOTHECEHHBIX C
IUTAHUPYEMBIMU PE3YNIbTaTaMHU OCBOEHHUSI 00pa30BaATEIbHON IPOIPAMMSBL. .......veeneen.. ... 4
2. O0BeM U MECTO TUCHUILIHHBI B CTPYKTYpE 00pa30BaTeIbHOM MPOTPAMMEIL. . ....... 4
3. ConepKaHue U CTPYKTYPA TUCIIHIIIAHBI . ..uuvnueenteenteennteenteennteeneennneannenns 5
4. Marepuanbl TEKylIero KOHTPOJNS YycmeBaeMocTH oOydarommxcsi u  (OoHJ
OILICHOYHBIX CPEJCTB MPOMEKYTOUHOM aTTECTAIINH 11O AUCHUTITHHE . ... veeneeneeneennenaaens 7

4.1. ®opMbl W METOABI TEKYIIETO KOHTPOJS YCHEBAEMOCTH OOYyYaIOUIUXCS U

TIPOMEKYTOUHOM ATTECTALIMM - . .« e e eveeeenateeeenaaeeeaae e eateeeeaatee e eanaeeennaeeeennean 7
4.2. Marepuansl TEKyIIEro KOHTPOJISL YCIIEBAEMOCTH OOYUAIOIIUXC . .. .venveenenn.. . 7
4.3. OueHOYHbIE CPENICTBA ISl TPOMEKYTOUHOM ATTECTALMH . ... 'ueeeneaeneennnes. 16
4.4, METOTUYCCKHIE MATCPHATIBL. . .o uveeneeeenteenneeanneenneenneeeneenneeanneenneennns 19
S. Metoauueckue ykazaHus AJis 00y4aroluXcsl 10 OCBOCHUIO TUCLUIUIUHBL. ... .... 19
6. VYyeOHasi mureparypa U pecypchl HH()OPMAIIMOHHO-TEIEKOMMYHUKAITMOHHON CETH
"UntepHer",  yueOHO-METOAMYECKOE  OOecleyeHHe  CaMOCTOSTEIbHONH  paboThI
(0 J0) A 120001070 Co B (i 1406110701811 1 (S 20
6.1. OCHOBHAS JIHTEPATYPA. .« vveenteenneeenteenneeanaeenneenneeeteenneeenaeenneeanneanns 21
6.2. JIOTIOTHUTEIBHASI TUTEPATYPA .« e v e eeeeeenteeaeenne et enee et et enteeneeeennenaeens 21
6.3. HOpMaTUBHBIE MPABOBBIC JOKYMEHTDL. . ...t nueeentteenteentteenneenneennneenneennns 21
(TR 7 0217 0) (S5 i 01 0101 F 21
6.5. VIHBIE HCTOUHMKI . . ...ttt ettt et et e et et e e et e e e e e e aaeans 21
7. MarepuanbHo-TexHu4ecKkas: 0a3a, HHOOPMAIMOHHBIE TEXHOJOTUH, MPOrPaMMHOE

obecrieucHue U I/IH(I)OpMaI_II/IOHHLIe CIIPABOYHBIC CUCTCMBI .......cociiiiiiiiiiiiiiinnnenn, 21



1. IlepeyeHb MJIAHMPYEMBIX Pe3yJILTATOB 00y4eHUS 10 AUCHMILJIMHE, COOTHECEHHBIX €

IVIAHUPYEMBIMHU pe3yJibTaTaMU 0CBOCHUSI MPOTrPaMMBbI

1.1. Hucummmaa  b1.B.JIB.01.02 «CpeznctBa 3ammThl  UHGOpPMAIMK) 00ECIICUYNBACT
OBJIAZICHUC CICAYIOIUMHU KOMIICTCHIIUAMMU.
Tabmuna 1.1
Kon HanmenoBanme Kon Hanmenoanne KOMIIOHCHTA
KOMITETEHI[UH KOMIIETEHITHN KOMITOHEHTA KOMIIETEHITAN
KOMITETEHI[UH
T1Kc-2 Crocoben  o6ocHoBEIBatTh | [[Kc-2.3 Cnocoben peanm3oBaTh
MOAXO/bI, HCIOJIb3yeMbIC B KOHIICTITYaJIbHYIO MOJIeNb Ou3Hec-
Ou3HeCc-aHaIu3e, a"naim3a BABOK
PYKOBOAUTH W  YMPAaBISATh
OH3HEC-aHATH30M C
HCIIOIL30BaHUEM
nH}popMaLMOHHO-
KOMMyHI/IKaI_II/IOHHI)IX
TEXHOJIOTUH
B PE3YIbTATC OCBOCHU NTUCHUIIIMHBI Y CTYACHTOB JOJI?KHBI 6BITB C(I)OpMI/IpOBaHLII
Tabmuna 1.2
OTO/TD (npu  Hamuuuu| Kon PesynbraTel 00yueHus
npodcrannapra)/ KOMITOHEHTa
podeccroHaIbHbIC KOMITCTCHITUH
TeCTBUS
[YripaBienue 6uzHec- T1Kc-2.3 Ha YpOBHE 3HaHUM:
aHaJITM30M 3HaThb:
— WH()OPMAIMOHHBIE PECypChl, MOAJEKAIINE 3al[UTE, YTPO3bI

6e30omacHOCTH MH(OPMAIIMKM W BO3MOXKHBIC IyTH UX Pean3aluu
Ha OCHOBE aHaJIN3a CTPYKTYPhI M COAEP)KaHHs HHPOPMAaMOHHBIX
MPOLIECCOB W OCOOEHHOCTEH (YHKIMOHMPOBAHUS OOBEKTa
3aIlINTHI;

— cpeacTBa U MeTos! 3aumThl HHGopManuu B VIC npeanpustus Ha
OCHOBE aHa/IM3a KOHLENTYaJlbHOW MOJENHU 3pENIOCTH IPOLECCOB

KOMIIAaHUU.

Ha YPOBHE YMEHHS:

YMerh:

— ompenensaTh BHABI W (GOPMbI HMH(GOPMAIUH, IIOJBEPKEHHON
yrpo3aM, BO3MOXKHBIE YTPO3bl M PHUCKH HHGOPMALMOHHON
0e30MacHOCTH;,  BBIABIATE  TPEOOBaHMS W OTPAHHYCHUS
WHPOPMAITMOHHOW  OE30MaCHOCTH C yYETOM COOTBETCTBHSA
KOHLIETITyaJIbHOM MOJIETI CUCTEMBI;

— MpUMEHSTH cpencTsa obecrneueHust WHPOPMAMOHHON

0e30macHOCTH B CHCTEMax yHpaBleHUs 0a3aMHM JaHHbBIX,
KOMIIBIOTEPHBIX CETAX Ha OCHOBE aHAJIN3a JAHHBIX, [IOAJEPKKH
IIPUHSTHS PELLICHUH.

HA YPOBHE HABBIKOB:
Baaners:
— HaBBIKAMHU HCIIOJIB30BAHMS CPEACTB 3alUTHl MH(GOPMAKHU B
obrmactu obecrieueHus 3aIlUTHl MPOTPaMM M JAHHBIX IIPH
peleHnH CBOMX Npo(deCcCHOHANBHBIX 3a/1au.

2. O0beM M MeCTO TMCHHUILTUHBI B cTpyKType OIl BO

O0BbeM TUCHUTIINHBI

OO01mast TpPyI0eMKOCTh AUCIUILTHHBI COCTABIISICT 4 3aUeTHBIX eIUHUIIBI /144 akaneM. Jaca.




Tabmuma 2
Bug pabotsr TpynoemkocTs (akan/acTp.4achl)
O011asi TPYA0EMKOCTh 144/110
KonrakTtHasi pa0oTa c mpenojgaBarejieM 50/38
Jlexnun 20/15
[IpakTHdeckue 3aHATHS 28/22
CamocTrosiTeJibHas paGoTa 58/45
KoHnTpons 36/
DOpMBI TEKYLIETO KOHTPOJIS
dopMa NPOMeKYTOYHOM aTTeCTALMHU IK3amen

MecTto nucnumimabl B crpykrype OII BO

JucuumimHa wusydaercs Bo 2-M cemecTtpe 1-ro kypca. Hucnumimaa B1.B.JIB.01.01
«CpencTBa 3amuThl HHGOPMAMKU» OTHOCUTCS K JUCHMIUIMHAM 110 BBIOOPY y4eOHOro IjlaHa mo
HanpasieHuio «busnec-undopmaruka» 38.04.05. [IpernonaBanue NMCHUILIMHBI OMHMPAETCsS HA
JUCLMIUIMHBL  mporpamMmbl  OakanaBpuara «MH(opMaioHHass 0€30HacHOCTbY, «AHaIN3
JAaHHBIX», «Teopus BeposTHOCTEN Y, «Teopus cuctem».
B cBoro ouepenb oHa co37aéT HEOOXOAMMBIE NMPEINOCBUIKM JJIsl OCBOEHHS IMPOrpaMM TaKHX
mucuuiuinH, Kak  b1.0.05 «YnpaBieHue >KU3HEHHBIM IUKIOM HH(POPMAIIMOHHBIX CHUCTEM),
b1.B.03 «udposas tpanchopmanus 6usneca. Mudonomuka», b1.B.09 «uTennexTyanbHbIN
aHAJIU3 TEKCTOB U U300PAKEHUII».

JlucuumuirHa 3aKia/ibIBaeT TEOPETUUECKUN U METOI0JIOTHYECKUN (DYyHAaMEHT JUIs OBJIQJACHUS
yMmeHusIM U HaBblkamu B xoze  b2.0.01(Y) «llpoexTHo-aHanuTHyeckas npaktuka» u b2.0.02
(H) «HayuHno-uccnenoBarenbckas paboTay.

3HaHUS, YMEHUS M HaBBIKM, IOJYy4YEHHbIE MPU M3YYEHUM JUCUUIUIMHBI, HCIOJIb3YIOTCA
CTY[ACHTaMU NPH BBIIOJIHEHUH BBITYCKHBIX KBATH(UKAIIMOHHBIX paboT.

3. Coaep:xxaHue U CTPYKTYPa AUCHUILIUHBI

Tabnwura 3
Ne n/m HaumeHoBaHue TeM O0beM IHCIHUILIHHDI, Yac. ®opma
Bcero KonraktHas padora CP TeKyLIero
o0yyarommxcs ¢ KOHTPOJIsA
npernoaaBareaeM ycreBaemMocT
0 BHAAM Y4Ye€OHBIX 3aHATHH n**,
J 3 KCP CPO CII | mpoMe:KyTo4
HOM
arrecramun®

*k

OCHOBBI 6€301TaCHOCTH
Tema 1 aBTOMAaTU3UPOBaHHbBIX 38 8 10 20 T
CUCTEM NPEANPUITHS

Cpenctsa 3a1uThl
urdopmaruu ot -
(opmaunn o 34 6 8 20 0
HECAHKIHOHUPOBAHHOTO
JIOCTyTIa

Tema 2

MeToas! 3a1UTHI
CETEBBIX
HHPOPMAITUOHHBIX
TEXHOJIOTHUH

Tema 3 34 6 10 18 T*

IIpoMexyTouHas arrecranus 2% OK3aMeH

Bcero (akam./acTp. gachr): 106/82 20/15 28/22 2/1,5 58/45 | 36/27

Ipumeuanue:
2* - KOHCYJIBTAIVS, HE BXOIAMIAS B OOIIHA 00BheM TUCITUTUTHHBI




Hcnonbzyembie COKpalieHus:

JI — 3aHATHsI JTCKIIMOHHOTO THIIA (JICKIIMU W UHBIC yUeOHbIC 3aHSITHS, TPEyCMaTPHUBAIOIINE
MIPENMYIIECTBEHHYIO Iepeiady yaeOHOH HHPOPMAaNiy TeJarornIecKUMH pabOTHIKaMH OPTaHU3alny U (WIIH)
JIUIIaMU, TPUBJIEKaeMBbIMHU OpraHU3allell K pealn3auin 00pa3oBaTeIbHBIX MPOrPaMM Ha UHBIX YCIOBUSIX,
oOyJaromumcs) ;

[13 — mpakTryeckue 3aHATHS (BUABI 3aHATHS CEMHHAPCKOTO THITA 332 UCKITFOUYSHUEM JIA0OpaTOPHBIX PadoT) ;
KCP — nnnuBuayansHas padota 00y4aronmxcs ¢ neaarornieCKuMy pabOTHUKaMK OpraHU3aluy v (HiIH)
JIUIIaMH, TPUBJIEKaeMBbIMHU OpraHu3allel K pealn3aiy 00pa3oBaTebHBIX IPOTrPaMM Ha HHBIX YCIIOBHAX (B
TOM YHCIIC WHIVBH/YaTbHbIC KOHCYJIBTAIINN) ;

CP — camocTtosTenbHas paboTta, ocyniecTeisieMast 0e3 y4acTHsl eIaroriuecKuX padOTHUKOB OpraHU3aluy 1
(unm) UL, MpUBJIEKaeMbIX OpTaHU3alKel K pean3anuy 00pa30BaTeIbHBIX IPOTrPaMM Ha MHBIX YCIIOBHSX;
CII — camonpoBepka;

CPO — camocrosTenpHas pabota oOydaromerocs

koHTpobHBIE padoThl (K), ompoc (O), Tectuporanue (T)

Conepxanue 1M COUUIIIMHBI
Tema 1. OcHOBBI 0€30NIACHOCTH ABTOMAaTH3MPOBaHHBIX cucTeM (AC) npexnpusTus

[Tpobnema obecneuenus 6e3onacHoctd AC. Mecto u poinb AC B ympaBieHHMH Ou3HEC-
nporeccamMu. OcHOBHBIE TOHATHS B obOmactu Oe3omacHocTH AC. ITloHsarume Oe3omacHOCTH
aBTOMATU3UPOBAaHHOM  MH(popMaunoHHON  cuctembl. [loHsaTne 3ammTel  MH(OpPMALUU.
KondunenuuanbHOCTh, LEIOCTHOCTh, JAOCTYNHOCTh. CyOBEKTbl, 3aUHTEPECOBAHHBIE B
obecrieueHnn HMH(POPMALMOHHONW O€30MacHOCTU. YPOBHU obecredeHus WH(OPMAIMOHHON
0€30MacHOCTH.

[Tonstue yrpossl OGesomacHoctu uHpopManuu, AC u CyOBEKTOB HH(OpMALMOHHBIX
orHomeHnid. CHucTeMHas KiaccupHUKanus yrpo3 uHopMmanuoHHoi OezomacHoctu. [loHsTHe
ya3Bumocti AC, araku Ha cuctemy. Knaccugukanus kaHaiaoB NpoHUKHOBeHHsS B AC U yTeuku
uHpopmanmu. HepopmanbHas monens Hapywmutens. MH(opMmannoHHbIE PUCKU. YIpaBieHHE
puckamu. KauecTBEHHBIN U KOJMYECTBEHHBIN aHanu3 pucka. IIpoTuBonelicTBue MHCaUIEPCKON
JeSITEIbHOCTH.

OcHOBHBIE NMPUHLHMIIEL, Mepbl obecrieueHust O6e3omacHoctH AC. Knaccudukamus mep u
MeToA0B 3amuThl HH(opmauuu. I[IpaBoBele OCHOBBI oOecredeHust Oe3omacHocTH AC:
3amumaemMas HMHQopmaius, JuleH3upoBaHue, ceptudukanus cpencts 3M u  arrecranus
00bekToB nH(popmaruzanuu. OTBETCTBEHHOCTH 3a HapylieHus B cdepe 3.

locynapcrBennas cucrema 3M. ImaBHble HampaBineHuss pabor mo 3U. CrpykTypa

rocynapctBeHHoi cuctembl 3. Ilonmutuka OGe3omacHocTd opraHuzanuu. CrocoObl 3alUThI
KOH(HIEHIIMATBHOCTH, 11eJ0CcTHOCTH U AoctynHocTH B KC. PykoBonsimue nokymentst @CTOK
P® no onenke 3ammmennoctu ot HC/I.

Tema 2. CpencrBa 3ammThl HHPOPMALMH OT HeCAaHKIMOHMPOBaHHOrO Koctyna (HCI)

[Tonsitue nocrymna, cyobekt u oowekT aocrtymna. Ilonsarne HCJ. Kmacewt u Bugst HCI.
HecankimonupoBanHoe KonupoBaHue mnporpamMm kak ocoObiii  Bun HC/.  Ilonstue
3JIOYMBINIJIEHHUKA TIPU PEIIeHUH TpodsieM kommnbroTepHoit 6e3omacHocTr (Kb).Ha3znauenue u
BO3MOXKHOCTH cpelcTB 3amuThl uHpopmanun or HCJ. OcHOBHBIE cpeacTBa MU MEXaHU3MBI
3amuThl AC. KOMIIBIOTEpHBIE CETH U YIIPABIECHUE MEXAHU3MaMU 3AILUATHI.

AmnmnaparHo-riporpaMMHbIe cpeacTBa 3amuTsl nHpopmanuu or HC/I. Cpenctsa anmnaparHoit
NOJICPKKH, criocoObl ayTeHTuukanuu. Illtarueie u gononuutensHble cpeactsa 31 or HC.
Cucrembl HMAEGHTH(QUKALMU U ayTEHTH(HUKALMU: OCHOBHBIC OIPENCIICHUs, THUIIbL, 001acTh
NpUMEHEHHUs, Kiaccupukanus. 3amada WASHTU(GUKAUU Moyib3oBartens. Mnentudukanus
cyobekta. [loHstne mpoTtokona uaeHTU(uKanuu. JlokanbHas W ynajeHHas WACHTU(HUKAIMAL
Unentuduuupyromas nHpopmanus. [lonstue unentudunupyromein napopmanuu. CrocoObl
XpaHeHus uaeHTudumpyromeil napopmanyuu. CBs3b € KIIOYEBBIMH cHcTeMaMu. [laponbHble
CHCTEMBI M MaposibHas 3amuTa. OOLIMe moAXoAbl K MOCTPOEHUIO MApOJibHBIX cucTeM. Bribop
naponeil. Metoasl B3noma naposieit. MeTosl BbIOopa maposen.

3ammra JaHHBIX OT HECAHKLUMOHUPOBAaHHON MOOU(MKALMK, KONHMPOBAaHMS MU IepexBara



cpencTBaMu muQpoBaHus.

Tema 3. MeToanb! 3a1UTHI ceTeBbIX HHPOPMALMOHHBIX TEXHOJIOT M

TunoBas koproparuBHasi ceTb. OCHOBHBIE NPUHLMIBI OPraHU3alUU CETCBOW 3alIUTHI.
YpoBHu wuH(DOpPMAIMOHHONH HHQPACTPYKTYpPHl KOPIOPATHBHOM CeTH. TUIUYHBIE YrpO3bI
0€30I1aCHOCTH U YSI3BUMOCTH CETEBbIX MH(POpPMAIMOHHBIX cucTeM. Knaccudukanus crocoOoB
HECAaHKIIMOHUPOBAHHOIO JI0CTYIA U KU3HEHHBIN LUKII arak. CpelcTBa 3alUThl KOMIIbIOTEPHBIX
ceTen.

3amuTa NEepUMeTpa KOPIIOPAaTUBHOW CETU. YIpO3bl, CBSI3aHHbIE C IEPUMETPOM
KopriopatuBHOM cetu. CrnocoObl IPOTHBOAEHCTBHUS HECAaHKIMOHUPOBAHHOMY CETEBOMY U
MEKCETEBOMY JIOCTYIY. AYTeHTHU(UKAIUS IOJIb30BaTeNs JIOKaJbHOW ceTu. Pasrpannuenue
JOCTyIIa K JIOKaNbHOU ceTH. [IpoTuBONEiCTBIE HECAHKIIMOHUPOBAHHOMY MEXCETEBOMY JOCTYILY.
Hcnonb3oBanne mexcereBbix dkpaHoB (Firewall). Kpurepun nx ouenku. TyHHenupoBaHHe.
TexHonorus BUPTyaJbHBIX YACTHBIX CETEH. 3alUIIECHHBIE CETEBBIC IIPOTOKOJBI. be3omacHOCTh
paborer B cerm WurepHer. beszomacHas nocraBka e-mail cooOmienuii. OOHapyxeHHE U
ycrpaHeHue ys3Bumocrteil. Ckanepbl Oe3omacHoctu. CpencTBa aHajiu3a 3allUIIEHHOCTH
CUCTEMHOI'O YPOBHSI.

MomnurtopuHr coosiTuil 6e3onacHoctu. Knaccudukanus cucreM oOHapyKeHUs aTak.

4. MarepuaJibl TeKylIero KOHTPOJIsl yCIleBaeMOCTH 00y4aromuxcs 1 (poH]
OLICHOYHBIX CPEACTB NPOMEKYTOYHOM aTTecTalliy 110 AUCUMILIMHE
4.1. ®opMBbI 1 METObI TEKYLIET0 KOHTPOJIS YCIIeBAEeMOCTH 00y4aKOIIMXCS U
NPOMEKYTOYHOM aTTecTaluH.
B xome peanmsanuum aucuumiuHbl «CpencTBa 3allUThl MHGOPMALUN» HUCHONb3YHOTCS
CJIEAYIOIIME METO/IbI TEKYILETO KOHTPOJIS YCIIEBAEMOCTH O0Y4arOLINXCSL:

Tabmuma 3.1
Tema (pazmen) DopMbl (METOBI) TEKYIIETO KOHTPOJIS
yCIIeBaeMOCTH
Tema 1. OcHOBBI 6€30TTACHOCTH aBTOMATU3UPOBAHHBIX CUCTEM TectupoBanue, onpoc
IPEANPHUITHS
Tema 2. CpezncTBa 3auuTsl HHGOPMALIUU OT TectupoBanue, onpoc
HECaHKIIMOHMPOBAHHOIO JIOCTyMa
Tema 3. MeTo/bl 3aLUTHI CETEBBIX HH(POPMAIIMOHHBIX TectupoBanue, onpoc
TEXHOJIOTHH

4.1.2. Dx3amMeH TPOBOAMUTCS IO BOMPOCAM U3YyYAEMbIX T€M, YUUTHIBAS UTOTH BHITIOJTHEHUS
3a/1aHUI TEKYILEro KOHTPOJIS.
Ixana oneHuBaHuA

OueHo4HbIe Iokazaresm Kputepun onenkn

cpencTaa OlleHKH

(popmbI

TeKyIIero 7|

NMPOMEKYTOYHOT O

KOHTPOJIs1)

Omnpoc KoppeKkTHOCTh 1 ITOJTHOTa OTBETOB CnoxubIi BoOMpoc: TIOJTHBIN,
pa3BepHYTHIH, 000CHOBAHHBIN OTBET —
4 Oamra
IIpaBumbHBIH, HO HE
apryMeHTUPOBAaHHBIN OTBET — 2 Oayuia
Hesepnsriit otBet — 0 6amios
OO0bIuHbBIi BOTIpPOC:
TOJTHBIH, pa3BEPHYTHIN,
000CHOBaHHBII 0TBET — 4 Oaa




IIpaBUIBHBIH, HO HE
apryMeHTHUPOBAaHHBIN OTBET — 2 Oayia
Hesepmnsrit oteeT — 0 6aim10B.
IIpocToii Bompoc:

[IpaBunbHBIA OTBET — 2 Oaina;
HenpasunwsHsiil oteeT — () 6amioB

Tect 1) [IpaBUIBLHOCTH PEIICHHUI; B  3aBucumMoctu  OT  ceMmecTpa
2) KoppekTHOCTh OTBETOB MaKCUMAaJIbHOE KOJIMYECTBO 0aJUIOB 3a
omuH Tec cocraBmsier S5 wimu 10
0amIoB
3ananue 1) IpaBUIBLHOCTD PEIICHHS, Ilpu ycnoBunm 2 KOHTPONBHBIX B
2) KOPPEKTHOCTh BHIBOJIOB CEeMECTpe, MaKCUMAJIBHOE KOJIMYECTBO
3) 000CHOBAaHHOCTH PEIICHUH 0amioB 3a Kaxayro u3 Hux — 10.

Ecau xoHTpOIRHAS paboTa COCTOUT U3
5 3agauuii, TO OaUIBl 3a KaXI0€ M3
HUX HagucasaroTcsa ot 0 1o 2

4. 2. MarepuaJibl TEKyIIEro KOHTPOJIsl yCIIeBaeMOCTH 00yYaroUXCsl.
MarepunaJbl TeKylero KOHTPOJISI YCIIeBaeMOCTH
TumnoBblie olleHOYHbIE MaTepHAJIbI 10 Teme 1
Tumnosbie BONpockI UIs onpoca no teme 1

1. OxapakrepusyiiTe MECTO U pPOJb aBTOMAaTH3UPOBAHHBIX CHCTEM B YIPAaBICHHUU OU3HEC-
poleccaMu.

1) Yro moHUMaETCs MO/ PUCKOM HHPOpMAMOHHOM Oe3omacHocTU? KakoBbI coCTaBISIONINE

2) pucka?

3) B dem 3akirouaercs aHAIN3 PUCKOB | yripaBieHue umu? [lepeuncinre Tarnsl aHaIn3a

4) u ynpaBleHUSL.

5) KaxkoBbsl TpeOOBaHMS K METOZaM OICHKH IeJIECO00PA3HOCTH 3aTpar Ha o0ecreueHue

6) OesomacHoctu AC?

7) Ha3zoBute KaTeropuu 3arpar, CBSI3aHHBIX ¢ Oe30macHOCThI0 AC; KpaTKo OXapakTepU3ynTe
Ka)XX/IyI0 KaTeropHIo M MEPEeUnCIUTEe CTaThH PacXo0B Ul KaX10M U3 HUX.

8) Haiite onpeaencare AC u 6e3omacuoct AC.

9) Ilpusenute onpeaeneHus HHOPMALUHE U HHYOPMAIIMOHHBIX PECYPCOB.

10) ITepeunciute Kareropru CyObeKTOB HHPOPMAIIMOHHBIX OTHOIICHHI.

11) Oxapaxtepu3yiite Tpu CBOiicTBa WH(OPMAIMU: KOHDUICHIHNATBHOCTD, [EIOCTHOCTh H
JOCTYITHOCTb.

12) Chopmynupyiite nenu 3ammtsl AC U HIUPKYITUPYIOIIEH B Hell nHpopMaIuu.

13) JlaiiTe onpenesaeHne TOHATHIH «yIpo3ay, «yI3BUMOCTb» M «aTakKa.

14) ITepeuncnute ucrounuku yrpos Ub.

15) HazoBure KaHaibl NPOHMKHOBCHHS B aBTOMATH3UPOBAHHYI) CHCTEMY W YTCYKH
uHpOpMaLUH.

16) Kakwue dakropsl Jiexkar B 0CHOBE (pOpMHUPOBAHKS MOJICITHA HAPYIIUTEIS?

17) KaxoBbI e pa3paboTKu MOZIEIed YIpo3 U HapyIuTenei?

18) B uem pa3HuUIa MEXKIY HAPYIIUTEIEM U 370YMBIIIICHHHUKOM?

19) [TepeunciuTe OCHOBHBIE BHIBI MEp NPOTUBOACHCTBUS yrpo3am Oe3omacHoctd AC.
OxapakTepu3ynTe K1y MepPY NPOTUBOAECHCTBUS.

20) IlepeuncnuTe JOCTOMHCTBA U HEAOCTATKU PA3JIMYHBIX MEP 3aIUTHI.

21) BO3MOXHO JIK CO3/IaHUE UJICATbHO HAICKHON CHCTEMBI 3aIIIUTHI M ToYeMy?

22) Kakyie OCHOBHBIC TIPUHIIUIIBI IOCTPOSHHSI CHCTEM 3aIIUTHI?

23) [IpuBeaure kimaccuukaiuio WHPOPMAIMKH 1O JIOCTYITHOCTH C TOYKH 3PEHHUS
®enepanbHOro 3akoHa «O0 nHpopmManuy, HHPOPMAITMOHHBIX TEXHOJOTHSAX U O 3allUTe
uHpopMaIum».



24) Naiite onpeaeneHus odmamaresss HHGopMaluy 1 oreparopa HHOOPMAIIMOHHON CHCTEMBI.
[Tepeuncnute npasa u 00s13aHHOCTH 00IagaTeNsd HHPOPMALIUH.
25) Uto takoe nunen3upoanne? Kakue BUIbI JIUICH3UPOBAHUS BAM U3BECTHBI?
26) lnst xoro arrtecrammss AMC mo tpebGoBanusm Oe3onacHoctd uHpopmanuu DPCTOK
Poccuu sBrnsiercs o0s3aTebHOMN?
27) Korma mpoBomutcst arrecramuss AMC mo TpeOoBaHusM Oe30macHOCTH HHGOPMALUU
OCTOIK Poccun?
28) Ilepeunciure kiacchl 3amuineHHOCTH AC B COOTBETCTBUM C  PYKOBOISIIUMH
noxkymenramu @CTIK Poccun.
29) Kakue mojcucTeMbl BKIIOYaeT B Ce0s KOMIUIEKC HPOTPaMMHO-TEXHHYECKHUX CPEICTB
samuThl nHGopmanuu ot HCI B AC?
30) [lepeuriciaure OCHOBHBIC OpPraHM3ALMOHHO-TEXHUYECKUE MEPOINPHATUS B 00JacTH
3aIUThl HH(GOPMAIUH.
31)B 4em 3akimoyarOTCs OCHOBHBIC 3a@d4d  TOCYIAPCTBEHHOW CHCTEMBI — 3allUThI
uHpopmaruu?
32) KakoBa CTpyKTypa rOCyIapCTBEHHOW CHUCTEMbI 3aiiuThl WHGpopmaiuu? KakoBsl menu
3alUThl HHGOpMAITIH?
33) B 4em 3akirouaeTcsi KOHTPOJIb COCTOSIHUS 3aIUThI HHPOpMAIUN?
34) KakoBbl MCTOYHHMKH (DUHAHCHPOBAHMS MEPOIIPUATHI MO 3alUTe HHPOPMAIUN?
Tect
1. MexxaynapoaHas opranusanus o crangaprusanuu (ISO) mon cmoBoM «crcteMay B cucTeMe
MEHEPKMEHTa NH(OPMAIIMOHHOM 0€301MacHOCTH TTOHUMAET:
1) neiicTByIOIIIEE YCTPOIMCTBO;
2) TPUIOKEHUE;
3) mpotiecc, nporpamMmy IeHCTBHI MK METOIOIOTHIO.
2.CBs13b MEXKy MHAUBUAYATLHBIMU OCOOCHHOCTSIMH, 1IEJISIMH M 3a]jauaMy OW3HECa OpraHu3aIuu
npu nocrpoennt CMUB obGecnieurBaeTcsi 0cOOCHHBIM KOPIIOPATUBHBIM JOKYMEHTOM:
1) pykoBoactsom BABOK;
2) LEHTPaJbHOU KOHIENTYaJIbHOU MOJIETIbI0 TT0 On3Hec-ananu3zy (BACCM);
3) monuTHKOM HH(POPMAITMOHHOM OE30MACHOCTH.
3.Ilonutrka nHGOPMAIIMOHHON 0€30MaCHOCTH:
1) aT0 cHcTeMa OKYMEHTHPOBAHHBIX YIPABICHYECKUX pelleHuil mo obecneuenutro Nb
OpraHu3aIumy;
2) 3TO cucTeMa JOKYMEHTHPOBAaHHBIX YIPABICHUECKHX PEIICHUi Mo obecredeHuo On3Hec-
IIPOLIECCOB OpPraHU3alNN;
3) 9TO UCXOIHBIN TOKYMEHT [UIs pa3paboTKi HH)OPMAIIMOHHOH CHCTEMBbI OpraHH3aIHH.
4. YKaXuTe U3 CKOJIBKUX YPOBHEH COCTOUT 00IIasi CTPYKTYpa HOPMAaTUBHO-METOANYECKIX
JIOKYMEHTOB KOMIIAaHUH B 00JIACTH MH(POPMAITMOHHON Oe30macHOCTH?
1) Us1;
2) Uz 3;
3) U3s.
5. Ilo3unust pyKOBOJICTBA B COOTBETCTBUU C MPUHIUIIAMU OE€30MACHOCTH U OCHOBHBIMH OU3HEC-
ENSIMU KOMITAHUH YKa3bIBA€TCS B TIOKYMEHTAX YPOBHSI:
1) nonuruku UB;
2) YaCTHBIX MMOJHUTHUK, CTAHIAPTOB;
3) mpouenyp, MHCTPYKIUA, CTaHAAPTOB KOH(PHUTYPAIHH, )KyPHAJIOB.
6. AcrniekTsl THPOPMAITMOHHON 0€30TTaCHOCTH KOMIIAHWHU TIPE/ICTABICHBI B JOKYMEHTAaX YPOBHSI:
1) nonuruku UB;
2) YaCTHBIX MMOJHUTHUK, CTAHIAPTOB,;
3) mpouenyp, MHCTPYKIHIA, CTAHIAPTOB KOH(PUTYPAIHH, )KYPHAIIOB.
7. Metonuku obecrieuernst b kommanuu MOTyT OBITh TIPEACTABICHBI JOKYMEHTAMH YPOBHSI:
1) nonuruku UB;



2) YaCTHBIX MOJUTHK, CTAHJAPTOB;
3) mpouenyp, MHCTPYKIHA, CTaHIAPTOB KOH(PUTYPAIMH, )KYPHAIIOB.
8. [Tomutuka Ub onpenenser:
1) crpareruto 3U;
2) taktuky 3U;
3) METOIMKH OIEPAaTUBHOIO YIPABICHHS MepaMHi CHWXKEHHS WH(POPMAIMOHHBIX
PHCKOB.
9.YacTHble OJUTUKU ONPEAETSIOT:
1) crpareruio 3U;
2) Ttaktuky 3U;
3) METOIMKH OIEPAaTHBHOIO YIPABICHHS MEpaMU CHIDKCHUsS HH(MOPMALMOHHBIX
PHCKOB.
10.Hu3koypoBHEBbBIE TOKYMEHTHPOBAHHBIE POLIEAYPhI ONPEIEIISIOT:
1) crpareruto 3U;
2) Ttaktuky 3U;
3) METOIMKH OIEPAaTUBHOIO YIPABJICHHUS MepaMH CHW)KEHHS HWH()OPMAIMOHHBIX
PHCKOB.
11. O6BbeKTaM | 3aIIMUTHI B CHCTEMaX U CPEJCTBAX WH(DOPMATH3AIUH M CBSI3U SIBJISIFOTCSI:
1) wuHpOpPMAIOHHBIC PECYPChI M CPEICTBA M CHUCTEMbI HH(POPMATH3AIHY;
2) CcpencTBa M CUCTEMbl HH()OPMATH3AIUH U TEXHUYECKUE CPE/ICTBA U CUCTEMBIL;
3) uHOGOPMALMOHHBIE PECYPChI, TEXHHYECKUE CPEICTBA M CHCTEMBI U CPEICTBA H
CHCTEMBl HH(POPMAaTH3AIINH.
12. 3a wucnonb3oBaHMEe HecEePTU(DUIUPOBAHHBIX WH(POPMALMOHHBIX CHCTEM, 0a3 M OaHKOB
JAHHBIX, a TaK)Ke HeCepTU(UIIMPOBAHHBIX CPEACTB 3alIUTHl WH(OPMALIUU, €CITU OHU TOAJIeKAT
oOsi3arenbHOM cepruduranuu, Kooexc 06 aomunucmpamuguwvix npasonapyutenusx Poccutickoii
@edepayuu (KoAIl) yctaHaBiMBaeT aJMUHUCTPATUBHYIO OTBETCTBEHHOCTh B BUJE IITpada It
JTOJPKHOCTHBIX JIUI]
1) 500 — 1000 pyo.
2) 1000 — 2000 pyo.
3) 10000 — 20000 pyo.
13. K HexBanuduuupoBanaoit 11 oTHOCAT noanuch, KOTOpas:
1) monyueHa B pe3ynbrare KpHUOTOrpapuyeckoro mpeoOpa3oBaHus HHGPOPMALUH C
UCTIOJIb30BaHHEM KJTFOUYa JIEKTPOHHOW TOAINCH;
2) naet BO3MOXKHOCTH ONPEICIUTD JIUI0, MOAMKCABILIEE SIICKTPOHHBIN TOKYMEHT;
3) comepxut K04 mpoBepku DI, ykazaHHBIN B KBATH(PHUKAIHOHHOM cepTU(dUKATE.
14. B ®enepanpHoM 3akoHe Ne63-D3 mpuBeieHbl BUJIbI JNEKTPOHHBIX ITOANUCEH:
1) mpocras
2) CclaoXHas
3) ycuiaeHHas.
15. BI'OCT P UCO/M3K 15408- 2013 cucremarusanus 1 Kiaccuukanus TpeOOBaHUH K
0€30MacHOCTH TpE/ACTaBIeHa B paMKax HepapXuu:
1) «Kimacc» - «CeMEHCTBO» - «KKOMITOHEHT - «3JIEMEHT;
2) «CEMEUCTBO» - «KJIACCY - KKOMITOHEHTY - «QJIEMEHTY;
3) «Kaccy» - «CEeMEHCTBOY - «QNIEMEHT) - «KOMIIOHEHTY.
16. I'pynna 1 xmaccudunupyer MHoromoib3oBarenbckue AC, B KOTOPBIX OJHOBPEMEHHO
oOpabarbiBaeTcst M (WIM) XpaHUTCS MHGPOPMAIUS Pa3HbIX YPOBHEH KOH(UAECHIIMAILHOCTU U HE
BCE IIOJIb30BaTeNld HMMEIOT MpaBO JOCTyla KO BceMy o00beMy HHGpOpMAalMH, COAEPKUT
CJIEYyIOIEE KOJIMYECTBO KIIaCCOB:
1) 2 knacca;
2) 5 KJIaccoB;
3) 6 Kiaccos.
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17. T'pynna 2, k kotopoit otHOCAT AC, B KOTOPBIX MOJIb30BAaTEJIM MMEIOT OJAMHAKOBBIC IpaBa
nocryna (mosHOMOYHs) KO BceMy o0vemy wuHbpopmanuu AC, oOpabareiBaeMoil u (W)
XPaHUMOI Ha HOCHUTENSAX Pa3IMYHOrO YPOBHSI KOH(UIIEHIIMAIBHOCTH, O0BEIMHSET CleayIollee
KOJIMYECTBO KJIACCOB:

1) 2 knacca;

2) 5 xmaccos;

3) 6 Kimaccos.
18. I'pynma 3 knaccudumupyer AC, B KOTOPBIX paboTaeT OAWH IOJIb30BaTelb, TOMYIICHHBIA KO
BceMy  oObeMmy  uH(poOpManuu, pa3MEIIeHHON  Ha  HOCHUTENSX  OJHOTO  YpPOBHS
KOH(UACHIMAIBHOCTH COAEPIKUT CIEIYIOIIEe KOJTMIECTBO KIIACCOB!

1) 2 knacca;

2) 5 xmaccos;

3) 6 Kiaccos.
19. Kommiekc oOpraHu3aliOHHO-TEXHHYECKUX MEPONpPHUATHH, B  pe3yiabrare KOTOPBIX
MOCPEACTBOM CIEIMAIBLHOTO JOKYMEHTA —

1) «ATtTecrara COOTBETCTBUS»

2) «Ceprudukara COOTBETCTBUS

3) «3Haka COOTBETCTBHSI»
MOJTBEPIKAACTCS, UTO OOBEKT COOTBETCTBYET TPEOOBAHMIM CTAHAAPTOB MIIM MHBIX HOPMATHBHO-
TEXHUYECKHUX JIOKYMEHTOB I10 0€30MacHOCTH MH(OpMAINU, YTBEPKACHHBIX YIIOJIHOMOYCHHBIMH
benepanbHBIMU OpraHaMy UCTIOTHUTEIBHOM BIACTH.
20. K ocHOBHBIM 00beKTaM OaHKOBCKOM TalHBbI, COINIACHO JIEHCTBYIOLIEMY 3aKOHOATEIbCTBY,
OTHOCHIT:

1) OaHKOBCKHI cyeT, 0AHKOBCKUM BKJIAJ;

2) OaHKOBCKHIi BKJIa/l, OTIEPAI[H 110 OAHKOBCKOMY CUETY;

3) OGaHKOBCKHI CYET, OepaIiuu Mo OAHKOBCKOMY CUETY, OAaHKOBCKHI BKIIA]I.

Kiroumn:
1 2 3 4 5 6 7 8 9 10
3) 3) 1) 2) D 12 3) 1) 2) 3)
11 12 13 14 15 16 17 18 19 20

3) 2) D,2) | D3 H 12 2) 1) 1) 3)

Tunosblie OLCHOYHBIE MATEPHAJIBI 110 TeMe 2

Tunosbie BONPOCHI JIs1 ONIPOCA 1O TeMme 2:

1. IlepeuricinTe OCHOBHBIE OPraHU3ALIMOHHBIE U OPraHU3ALMOHHO-TEXHUYECKHE MEPONPUATHUS
M0 CO3/IaHMIO U 00eCTIedeHUI0 (PYHKIIMOHUPOBAHHUS KOMIUIEKCHOM CHCTEMBI 3aIlIUTHI.

2. B ueM 3akitouaeTcs MOJUTHKA OE30MaCHOCTH OpraHu3anun’?

3. Yto Takoe siBHasl U HEsIBHAs KOMIIpOMETalUs KItouel mu@poBaHus?

4. Kakue nelicTBUs JOKEH NPEAIPUHATE COTPYIHUK ITPU KOMIIPOMETALUN KITFOYEH?

5. KakoB nopsii0k yHHUTOXEHHS Kiroueil mudpoBanus?

6. KakoBbel TpeOoBaHUS K MOJIb30BaTeIbCKUM mnapossiM? IlepeunciuTe HEAOCTAaTKH MapOJIbHOU
ayreHTU(UKay. KakoBa nepuoquuHOCTh TUIaHOBOW CMEHBI Maposis?

7. OxapakTepusyiTe B 00IUX YepTax TpeOOBaHHS K TEXHOJIOTMH aHTUBUPYCHOM 3aIUTHI.

8. O nuIuTe anropuT™ JeMCTBUM PU OOHAPYKEHUU BUPYCOB.

9. Onummre anropuT™ aBTOPU3ALMH M10JIb30BATEIIS.

10. Kakue cOTpyTHUKH Y4acCTBYIOT B MPOIIECCE ABTOPU3ALIAN MOJIb30BATEINS?

11. KakoBa mnpouenypa aBropu3aunu? KakoBbl 1€l M3rOTOBIEHHUS KOMMHA 3asiBKH 00
aBToOpu3aIuu’?

12. Yro BritouaeT B ceds huznyeckast oxpaHa o0beKToB HHpOopMaTH3au?
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13. OnummuTe nporeaypy BHECEHHs] N3MEHEHUI B KOH(PUTYPAITUIO anmapaTHBIX U MIPOTrpaMMHBIX
CPEICTB 3alIMIIEHHBIX CEPBEPOB M PAOOUNX CTAHIIMIA CHCTEMBI.
14. Kakue KkaTeropuu COTPYIHUKOB HMEIOT MPAaBO BHECEHUS H3MEHEHUN B CUCTEMHOE U
npuknagHoe [10?
15. Kro umeer npaBo BHOCUTH U3MEHEHUsI B KOH(DUTYpAIMIO alapaTHO-MPOrPaMMHBIX CPEJICTB
3aIUTHI?
16. KakoB mopsiIok SKCTPEHHON :MOAN(PUKAIIMA TEXHUISCKUX CPEACTB?
17. Kro ompenenser TpeOOBaHUS K XapaKTEPUCTHKAM CPEICTB 3alllUThI B pa3pabaThiBaeMbIX
noacucreMax?
18. Yro Takoe (oH[ aNrOPUTMOB U IPOTpaMm?
19. Onumure NOPSAOK B3aUMOJIEWCTBHUS IOAPA3JEICHUNM Ha JTanax NIPOEKTUPOBAHUS,
pa3pabOTKH, UCIIBITAHUS ¥ BHEAPEHUSI HOBBIX aBTOMAaTU3MPOBAHHBIX MOJICUCTEM.
20. Kakue (hakTopbl BIUSIOT Ha BEIOOP KOHKPETHBIX CPEACTB 3aIIUThl HH(popMaruu?
21. Yro onpenensier knacc 3amuiieHHoctd AC umu CBT?
22. CKoNbKO U KaKHe MOJCUCTEMBI 00pa3yIoT cucTeMy 3amfuiieHHoctTa AC?
23. [lepeuncnure 3amaud, pelIaeMble CPEACTBAMHU amMapaTHOM TMOANEPKKA CHUCTEM 3alUThI
uHpopmaruu or HCJI.
24. OxapakTepu3ylTe CyIIECTBYIOIINE CPEACTBA annapaTHOl MOAICPKKI
25. Kakue ycrpoiictBa ayTeHTHU(UKanmu Ha ©Oa3e cmapT-kapT u/mnu USB-TokeHOB Bam
W3BECTHBI?
26. KakoB anroput™ ayTeHTU(PUKAINY 110JIb30BaTeNs ¢ ucnoiab3oBanuem OTP-Tokena?
27.Yt0 mnoHuMmaercs mojA Ouomerpuyeckon ayreHTHU(uUKauued mnonb3oBarens? Ilpuseaure
pUMepbl OMOMETPUUECKUX XapaKTePUCTHUK.
28. OxapakrepmsyiiTe crpareruto OezonacHoctu Microsoft. Kakwme cepTuduimpoBaHHbe
OCTOK Poccun pemieHust Microsoft B oOmactT 0e30mMacHOCTH BaM  M3BECTHBI?
OxapakTepu3ynTe ux.
29. KakoBsl HarpaBieHus paboTel komnanuu Microsoft B o6mactu 6nomerpun?
30. Kakume mnonxompl K pasrpaHUYeHHMIO JIOCTyNa Mojib3oBarened BaM u3BecTHbI? KpaTko
OTIHIIIUTE HX.
31. Onumute anroput™ padborsl AD RMS.
32. KakoBa cxema pabotst ACS?
33. Kakue cpenctBa muQpoBaHUs MO3BOISAIOT 00ECIIEUUTh 3aIIUTY JaHHBIX OT KOMUPOBAHUS U
nepexsara?
Tect
1. K rexnonorun yrnpasieHus: 6ezonacHocteio HE npeapsaBisior onpeeaeHHbie TpeOOBaHUS:
35) COOTBETCTBHE COBPEMEHHOMY YPOBHIO Pa3BUTHS HH(POPMAIIMOHHBIX TEXHOJIOTHIA;
36) y4uer ocobeHHOCTE# MOCTpOoeHHs U (PYHKIIMOHUPOBAHUS pa3InuHbIX moacucteM AC;
37) momep>kaHue HEOOXOJMMOTO YpPOBHS 3alIMIICHHOCTH M IEIOCTHOCTH TEXHUYECKHX
CPEICTB;
2. Kakue yrpo3sl, OCHOBaHHBIC Ha OIIMOKaX COTPYIHUKOB CTPYKTYPHBIX MOAPA3IEICHUN, MOTYT
OBITH HCITOJIb30BAaHBI 3JIOYMBINUJICHHUKAMH JUIsl HAHECEHHS Bpeda OpraHu3alud U €e
COTpyIHUKaM?
1) Pasmnamenune  koHQUAeHIMAaIbHOW  WHOpMauK  (CBEACHUH,  COCTABISIOIIUX
KOMMEPUECKYIO TaliHy OpraHU3alluy, IePCOHATbHBIX JaHHBIX, Tapoiei u 1p.).
2) 3apaxxeHue pabOYMX CTAHIUN BHPYCAMH, TPOSHCKHMH» W APYTMMH BPEIOHOCHBIMH
nporpaMMamu (BHEIPEHHE MIMHOHCKHUX KOIOB).
3) Ilotepst KOHKYPEHTHBIX MPEUMYIISCTB B pe3yabTaTe pas[alleHHs CBEICHHIA,
COCTaBJISIIOIIUX KOMMEPUYECKYIO TaliHY.
3.K obecneuenuto O6e30macHOCTH WHMOPMAIMOHHBIX TEXHOJIOTHH OpraHU3alMK JIOJDKHBI
MIPUBIIEKATHCS:
1) Bce COTPYOHHMKH, YYacTBYIOIIME B IMPOIECCaX aBTOMATU3MPOBAHHOW 00pabOTKH
uHpopmaruu;
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2) Bce Kareropuu oocnyxwuparomero AC mepconana;
3) Bce Kareropuu MOCTOPOHHKX JIUII.
4. K cobpiTusiM siBHOM KommpoMeTanuu kiatoueid HE otHOCHTCS:
1) yrpara KJIH04YeBOr0 HOCUTEJIS;
2) HapylleHHe TIeYaTH Ha ceiide ¢ KIIIOUEBhIMI HOCUTEIISIMH;
3) yrTpara KIruUeBOrO HOCUTEIIS C MOCIEAYIONIMM O0HAPYKCHHUEM.
5. IlpaBuina napoyibHOM 3aIUTHI:
1) peraMeHTHPYIOT KOHTPOJIb HaJI ACHCTBUSMH IOJIBb30BATENCH IPU paboTe ¢ MapoJIsIMU;
2) ompeaensioT TpeOOBaHHMS K OpPraHU3alldHM 3allUThl ABTOMATH3UPOBAHHOW CHUCTEMBI OT
pa3pyliapIlero Bo3aencTeust Bpeaonocuoro I[10;
3) pernamMeHTHUPYIOT OPraHHU3alMOHHO-TEXHHUYECKOe OOECIeUeHHe MpPOIECCOB T'eHEepallty,
CMEHBI U IIPEKpaLIeHMs] IeHCTBUS IapoJIel B aBTOMaTU3UPOBAaHHOU CUCTEME.
6. Kareropupoanue 3amnuiiaemMbix pecypcoB AC- HE0OXOIUMBIN JIEMEHT OpraHu3aIliu
paboT no obecrneveHnto 6€30nacHOCTU UH(POPMAIUH - TPEAIOIAraeT:
1) THUOHU3ANUI0 TPHHUMAEMBIX KOHTPMED;
2) YCTaHOBJICHHUE IPaJaliil BAKHOCTH (Kareropuii) oOecredeH s 3aluThl PECYPCOB;
3) oTHeceHHE KOHKPETHBIX PECYPCOB K COOTBETCTBYIOIIMM KATECTOPHSIM.
7. Kareropusi KOHQHUIESHIMATHLHOCTH 3aIIUIIIaeMON HHPOPMAIIH:
1) orkpsiTas;
2) BBICOKaS;
3) cpemuss.
8. Kareropus nenoctHOCTH 3amuniaeMoi nHpopManuu:
1) orkpsiTas;
2) BBICOKaS;
3) cpemuss.
9. Kareropus 1ocTynHOCTH (QYHKIIMOHAIbHBIX 3a/1a4:
1) otkpsitas;
2) BBICOKaS;
3) cpennss.
10. ABropu3anusi mojp30BaTeacii OCYHIECTBISIETCS C MPUMEHEHUEM CIIEAYIOIUX MEXaHHU3MOB
peanu3alyy pa3rpaHuyeHus T0CTyma:
1) wu30upaTenbHOro YMIpaBieHHs IOCTYIIOM C IOMOIIBI aTPUOYTHBHBIX CXEM, CITHCKOB
pa3peleHni U T. 11.;
2) TMOJHOMOYHOTO YHPABICHUS JOCTY[IOM C MOMOIIBI METOK KOH(HICHINATBHOCTH
PECYpPCOB M YPOBHEM JOIyCKa MOJIb30BATENEH;
3) peructparyu (Gakra MOMBITKU AOCTYNA U €ro MapaMeTPOB B CHCTEMHOM JXypHase (B TOM
yucie HCJI ¢ mpeBbIlieHreM MOTHOMOYHIA).
11. Ilpu peructpanuu coOBITUH O€30MACHOCTH B CHUCTEMHOM JKypHajle OOBIYHO (DPUKCHPYIOT
CIIEYIONTYI0 HH(OPMAITHIO:
1) nary u Bpems COOBITHS;
2) uneHTuUKatop  cyObekTa  (IONB30BATENs,  MPOrPaMMbI),  OCYIIECTBISIOIIETO
PETUCTPUPYEMOE IEHCTBHUE;
3) wm3Bemienue Biaaensia nadopmanuu o HCJ k ero qaHHbIM.
12. K yncny HetocTaTkoB KpUITOTpahUUECKUX METOJIOB OTHOCST:
1) 3HaYMTENBHBIC 3aTPaThl PECypcoB (BPEMEHH, MPOU3BOAUTEIBLHOCTH IMPOIECCOPOB) Ha
BBHITMIOJTHEHHE KpunTorpaguueckux nmpeodpazoBaHuili HHPOpMaIINUH;
2) obecrieueHHEe BBICOKOM rapaHTHPOBAHHOW CTOMKOCTH 3alllUTHI;
3) BbICOKHE TPEOOBaHMS K COXPAHHOCTH CEKPETHBIX KJIFOYEH M 3alUThl OTKPBITHIX KIIFOYEH
OT MOJIMEHBL;

Kitrouu:

1 P E | 4 |5 | 6 |7 '8 E 10 |11 |12
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3 [D.2) D[ [DIH[2H[H [ [3H [D.2)[D.2)[1D3)]

Tunosbie OLeHOYHBIE MATEPHAJIBI 110 TeMe 3

Tunosbie BONPOCHI 1JIs1 ONIPOCa 110 Teme 3:

1. Oxapakrepu3syiite ypoBHU HH()OPMAIIMOHHON HH(PPACTPYKTYPBI KOPIIOPATUBHOM CETH.

2. laiiTe ompeneseHus yrposbl, yA3BUMOCTM M araku. OxapakrepusydTe Ha NpuUMepax
B3aMMOCBSI3b MEXKAY 3TUMU MMOHATUIMHU.

3. IlpuBenuTe Ki1acCU(PUKAMOHHBIE CXEMBI YSI3BUMOCTEH U aTak.

4. Kakoli M3 MEXaHM3MOB peaJM3allMd CETEBbIX aTak HauOoJiee CIOXKEH C TOYKU 3pEHHs
oOHapyxeHus?

5. Kakoll n3 MexaHU3MOB peau3alik CEeTEBbIX aTak He MOJpa3yMeBaceT UCIOJIb30BaHUs KaKOM-
100 ysI3BUMOCTH?

6. Kakue cpencTBa 3allUThl CETEH BaM U3BECTHBI?

7. Ilouemy HEOOXOAMMO 3aIUIIATH IEPUMETP KOPIIOPATUBHOM ceTn?

8. Ilepeuncaure cocTaBiIsIOIIME MEXaHU3MA 3aAILUThI IEpUMETPa CETH.

9. Yto Takoe 1eMUINTApU30BaHHAs 30HA B IPUMEHEHUN K KOMIIbIOTEPHBIM CETAM?

10. [daiite onpeneneHue MOHATUS MEKCETEBOro FKpaHa. B uem 3akmroyaercs ero GpyHkuus?

11. IlepeuncnuTe OCHOBHBIE THIIBI MEXCETEBBIX JKpaHOB. Oxapakrtepusyite (yHkmmm MO
Ka)KJIOTO THIIA, UX JTOCTOMHCTBA M HEOCTATKH.

12. B yem cocCTOUT INIaBHBIM HEJOCTATOK MAKETHBIX (UIBTPOB — PA3HOBUAHOCTU MEKCETEBBIX
SKpaHOB?

13. B uem pa3HuLa Mex1y OObIYHBIM MMAKETHBIM (QUIBTPOM U NAKETHBIM (PUIBTPOM C KOHTPOJIEM
coctosiHus «stateful»?

14. B yem pa3HHIIa MEXY TAKETHBIM (DPUIIBTPOM C KOHTPOJIEM COCTOSTHHUS «statefuly, u
KJIACCUYECKUM ITOCPEHUKOM CEaHCOBOI'O YPOBH:?

15. KakoBbl 0COOEHHOCTH aHaJIM3a COEPKUMOTO ANEKTPOHHON MOYTHI?

16. [lepeunciaure Kpurepun GUIBTPALMH COAEPKHUMOTO EKTPOHHOMN MOUTHI.

17. KakoBbl ocobenHocTu ananuza couepxumoro HTTP-tpaduka?

18. B ueM 0coOeHHOCTH pacHpeAeIeHHON apXUTEKTYphbl CUCTEM YIPABICHUS YA3BUMOCTIMU?
19. Kakue 3agauu MOTYyT OBITh PELIEHBI CETEBBIM CKAHEPOM OE30MaCHOCTH?

20. [lepeuncanTte TUIIBI IPOBEPOK, UCIIOIB3YEMBIX B CETEBBIX CKaHEpax 0e30MacHOCTH

21. Kakyto JONOJHUTENbHYIO KPUTHUHYIO MH(POPMALMIO MOXET MOJYyYUTh 3JOYMBIIIJICHHUK B
pe3ynbrare CKAHUPOBAHMSI TIOPTOB?

22. Kakass TmnpuuMHAa 3aTpylHsSE€T MHCIOJb30BAHME B OpPraHM3alUsAX CETEBBIX CKaHEPOB
6e3omacHocTH?

23. laiiTe onpezaenenne UHPPACTPYKTYphI yIIPaBIEHUS KypHaTaMU COOBITHM.

24. TlepeuncanTe KaTerOPUU )KYPHAIOB COOBITHIA.

25. JlaiiTe XapakTepuUCTUKY MTPOTOKOIOB syslog u SEM.

26. Onumure KIacCU(PHUKAIMOHHbIE CXEMBI CUCTEM OOHAPYKEHUS aTak.

27. Kakue MeXaHU3Mbl pearupOBaHMs Ha aTaKu BaM U3BECTHBI?

Tecr
1. AHaJIUTHK OLICHKHU:
1) u3MmepseT W OICHMBAET CBHJCTEILCTBA OIICHKH, MPEIOCTABICHHBIMU BIaJCIbIIaMK
AKTHBOB;
2) BBIOMpAET CIIOCO0, MOJIEINb OLIEHKH U ONPEAesSeT METOauKY onenku Ub;
3) MmpOBOOUT aHaNU3 pE3yIbTaTOB OLEHKA U (OPMUPYET OTYET W PEKOMEHIAIMU T10
pe3yibraTaM OIEeHKH.
2. IIpouenypa crpaxoBanusi HHPOPMAIIMOHHBIX PUCKOB COCTOUT U3 ATAroB:
1) 3;
2) 4,
3) 5.
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3. OcHOBHBIE THIIBI aNMAPaTHO-MPOTPAMMHBIX CPEICTB ayTeHTU(UKALUU:
1) na 0a3e cmapT-KapT 1 USB-TOKEHOB;
2) Ha 0a3e MacCHBHBIX KOHTAKTHBIX M OECKOHTAKTHBIX UACHTH()UKATOPOB;
3) Hu?2).
4. buomeTrpuueckure MeTobl MACHTU(PUKAIIMH MTOIPA3ACISIOT HA TPYIIIIBL:
1) crarudeckue;
2) MOOWIIBbHEIC;,
3) IMHAMHUYECKUE.
5. K crarnueckum GMOMeTpHUUECKUM METOaM HICHTU(UKALIUKA OTHOCUTCS PacliO3HaBaHUE:!
1) 1o oTIeyYaTKaMm IajblEB;
2) 10 pamyKHOH 000JI0UKe II1a3;
3) 1o KJIaBHAaTypHOMY MOYEPKY.
6. K nunamuueckum OMOMETpHUYECKUM METO/IaM MACHTU(UKALIUYA OTHOCUTCS PacliO3HaBaHUE:!
1) 1o oTmeyarkam MasbIICB;
2) 1O paxyxHO# 000JI04Ke I71a3;
3) 1o KJIaBHATypHOMY MOYEPKY.
7. K pasrpaHu4eHuIo JOCTyMa CylIeCTBYeT MOJXO0/A!
1) 2
2) 3
3) 4
8. IloaxmnroueHue K ceTsiM OOLIEro MOJb30BaHUS OCYLIECTBIISIETCS OPraHU3aLUSAMU [Tl PELLECHUS
CIIEIYIOIINX 3a/ay:
1) obecrneynTh B3aUMOACHUCTBHUE C yIAJICHHBIMU (QUIIHATAMU U OT/CIICHUSIMH,
2) OpraHM30BaTh JOCTYI K pecypcaM BHYTPEHHEH CETH MOOMIIBHBIX MMOJIb30BaTEIICH;
3) Du?2).
9. KopriopatuBHasi ceThb - CIOKHasi CUCTEMa, COCTOSIIAS U3 HECKOJIBKUX B3aUMOIEHCTBYIOIIMX
YPOBHEM, U «CIIOEB». DTO:
1) mepcoHa, IPUIOKEHUS, CHCTEMa YIIpaBICHHs 0a3aMu TaHHBIX;
2) ceTh, OTepalMoOHHas CHCTEMa, CUCTEMa YIIPaBJICHUs 0a3aMu JTaHHbBIX, IEPCOHA,
3) mpuIIOKEeHUs, CHCTeMa YINpaBieHUs 0a3aMu [aHHBIX, CETh, ONEPAI[MOHHAS CUCTEMA,
HepCcoHal.
10. JIroOast xapakTepuCTHKa WU CBOMCTBO HWH(MOPMAIIMOHHON CHUCTEMBI, HCIIOJIb30BAHUE
KOTOPOH HAapYIIUTEIEM MOXET IMPUBECTH K pean3allii yTpo3bl Ha3bIBaeTcs .. ..
11. JleficTBue HapymuTensi, KOTOPOE€ MPUBOAUT K peaiv3allid yrpo3bl MYTEM HCMOJIb30BAHUS
YSI3BUMOCTEH MHPOPMALIMOHHON CUCTEMBI HA3bIBACTCA .....
12. Knaccuduxanuus yszpumocteil no metoauke CVSS:
1) Ga3oBble, BpeMEHHBIC, CBSI3aHHBIC CO CPEIOIA;
2) 0a30BbIe, IPEXOISIINE, CBA3aHHBIE CO CPEJION;
3) OCHOBHBIE, BpDEMEHHBIE, CBSI3aHHBIE CO CPEIOi.
13. C TOuKM 3peHus 3alUIIaeMbIX pecypcoB MO kitaccupuuupyroT Kak:
1) nepumeTpoBbie MM ceTeBbIe (network-based, 3ammmaromye eIy CeTh);
2) mnepconanbHbie (host-based, koHTpoHpYyrOIIHE TpaQUK OTACIBLHOTO y37a);
3) cnenuanusupoBaHHbie MDD  (Hanpumep, JUIS  BEO-TIPHIIOKCHUH, BUPTYAJIbHBIX
HHQPACTPYKTYP).
14. HemocrarkaMu 3NIeKTPOHHON KOPIIOPATUBHOM MOUTHI SBIISFOTCS
1) co3maHus CUTYallMH OTKa3a B OOCIY)KHBAHUH M MEPECHUIKH BUPYCOB B COOOIICHUH WM B
MPUKPETICHHBIX (aiinax;
2) TepechbUTKH KOH(DUICHIMAIBHON HHPOPMAUU U MH()OPMAIIUK HEITUYHOTO XapaKkTepa
MCTIONB30BaHUS SJICKTPOHHOM MOYTHI B JTMYHBIX TENSIX;
3) Du?2).
15. Kpurepusimu ¢uibTpanvivi 1Jiss CPEACTB aHAIHM3a COAEPKUMOTO AIEKTpOoHHON mouThl HE
SABIISIIOTCSA:
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1) nepecsiika nHpOpMALIUK Yepe3 BeO-UHTEpPEIC;
2) TOIUIMHHOCTb a/ipeca OTIPABUTEIIS;
3) Hamu4ue BUPYCOB.
16. C HTTP-tpaduxom HE cBsizanbl yrpo3sr:
1) omacHoOe «COAEPKUMOE» - MOOMIIBHBIH KOJI, BUPYCHI;
2) mepecbuika nHGOpMaIK Yepe3 BeO-unTepdeiic;
3) Hamuu4ue BUPYCOB.
17. Kputepuem ¢punsrpauuu HTTP-tpaduxa HE sBnsiercs:
1) Hajgu4Ke BUPYCOB;
2) uCnonb30BaHUE TpaduKa B JIMIHBIX IEIIAX;
3) URL.
18. Jlst opranu3anuu CBsA3ei Mex 1y GuiinaiaMu OJHONW OpraHU3aI|H UCIIONB3YIOTCS:
1) wmexkopnoparususie VPN (Extranet VPN);
2) VPN c ynanennsim goctynom (Remote Access VPN);
3) Buyrpukoprnoparusabie VPN (Intranet VPN).
19. [y opraHu3anuu J0CTyIa K KOPIIOPaTHBHON CETH MOOHMIIBHBIX COTPYIHHKOB HCIIONB3YIOTCS:
1) wmexkopnoparususie VPN (Extranet VPN);
2) VPN c ynanennsim goctyrnom (Remote Access VPN);
3) Buyrpukoprnoparusabie VPN (Intranet VPN).
20. [ly1s opranu3aiuy OpraHu3alny CBsI3ei ¢ mapTHEpaMy U KIIMEHTaMH UCTIONb3YIOTCS:
1) wmexkopnoparususie VPN (Extranet VPN);
2) VPN c ynanennsim gqoctynom (Remote Access VPN);
3) Buyrpukoprnoparusabie VPN (Intranet VPN).

Kimroun
1 2 3 4 5 6 7 8 9 10
2),3) 3) 3) 1), 3) 1),2) 3) 2) 3) 3) | yA3BUMOCTBHIO
11 12 13 14 15 16 17 18 19 20
arakout | 1) 1),2) 3) 1) 3) 2) 3) 2) 1)

21. 3apanue. «[loctpoenne monenu yrpo3s Mb».

[TpoBectn naeHTUUKAINIO, AHAIU3 U OMTUCAHWE OCHOBHBIX yrpo3 Wb miis KoHKpeTHOTOo
00beKTa 3alMThl MO BBIOOPY oOydaromierocs. BbiOop 00beKTa 3alIUThI COINIACOBHIBAECTCS C
npenojaBareneM. s KakI0il yrpo3bl HOJKHBI OBITh YKa3aHbl aKTUBBI, KOTOPBIM MOXET OBITh
HaHeceH yuepO B ciyyae ee pealu3allly, MCTOUYHUK Yrpo3bl, (aKTOpbl, CIIOCOOCTBYHOIIME
BO3HUKHOBEHUIO U peanu3aiuu yrpo3bl b, Bo3MOXKHbBIE TOCTEACTBHUS.

Ha ocHoBannm Monenu yrpo3 nOCTPOUTbh MOAEIb HApYLINUTENs], B KOTOPOH OTpa)karoTcs
€ro IMpakTHYEeCKHE U TEOPETUYECKHE BO3MOXKHOCTH, BpEMS, MECTO JAEMCTBUS U Jpyrue
XapaKTePUCTUKM - BaXKHAs COCTABIISIONIAs YCIEIIHOTO IIPOBEJEHUS aHajlu3a pHUCKa H
ornpezeneHus: TpeOOBaHUN K COCTaBY U XapaKTEPUCTUKAM CHUCTEMBbI 3aIIUTHI.

Pesynbrarel aHanmu3a JOKHBI OBITH CTPYKTYPHPOBaHBI M O(POPMIIEHBI B BHUJE OTYETa B
cpene MS Word.

BrinonHeHHOE 3a/1aHuE 3AIMILIAETCS IPENOJaBaTEIIIO.

22. 3ananue. «Ouenka pucka Uby.

Jns oObeKkTa 3aluThl, BEBIOPAHHOTO B KOHTPOJBHOM 3aJaHMM 1, MPOBECTH aHAIMU3 U
oneHuBanne puckoB Mb, cooTBercTByrommx omnucaHHbIM yrpo3aM. Jlms kaxnou yrpossl Mb
JIOJDKHBI OBITH ONpeZeNeHbl (KaueCTBEHHO HJIM KOJIMYECTBEHHO) YPOBEHb YIPO3bl (BEPOSTHOCTh
peanu3aiuy yrpo3bl) U pa3Mep BO3MOXKHOTO yiepOa (ypOBEHb HETaTMBHBIX TMociencTBuii). Ha
OCHOBaHUU ATUX 3HAYEHUI TPOU3BOAUTCS ONPEAEIICHUE YPOBHS PUCKA, PAHKUPOBAHUE PUCKOB U
BBISIBJICHHE KPUTUYECKUX PHUCKOB. JIOMKHBI OBITH MPEACTABIEHBI HCIOJIb3yeMble NMPU OIEHKE
MIKaJbl. Pe3ynbraTsl oleHKH pUcKoB opopMIIsIIOTCs B BUIE oTdera B cpeae MS Word.
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BrimoHeHHOE 3a1aHKe 3aMUIAeTCsl TPENOAaBaTeio.
4.3. OuneHo4HbIe CPeACTBA IJIsl IPOMEKYTOYHOM aTTecTaluMm.
[lepeyeHp KOMIIETEHIMI C yKa3aHHEM 3TaloB UX (POPMUPOBAHHUS B IPOLIECCE OCBOCHUS
oOpa3oBarenbHOl nporpammbl. [lokazarenn W KpUTEpUU OLEHUBAHUS KOMIETEHIUH C y4eTOM
sTamna ux (GOpMHUPOBAHHUS

Tabmuma 4.2
Kon Haunmenosanue Kon HaumenoBanue KOMITOHEHTA
KOMIIETEHI[UH KOMIIETEHIHH KOMIIOHEHTA KOMIIETEHI[HH
KOMIIETEHIHH
TIIKc-2 Crocoben  obocHoBeIBaTh | [[Kc-2.3 Crnocoben peanu3oBarh
MOAXO/IbI, HCIIOJIb3yeMbIe B KOHIIETITYaJIbHYIO MOJIENb OU3HEC-
Ou3HeCc-aHaM3e, ananuza BABOK

PYKOBOAUTH W  YIPaBIATh
OM3HEC-aHATN30M c
UCTIONb30BaHNUEM
HHPOPMAITMOHHO-
KOMMYHHKAIIHOHHBIX
TEXHOJIOTHI

IMoka3zaresn ¥ KpUTepPUU OLECHUBAHUSA KOMIIETEHLHI HA PAa3JIMYHBIX 3TAmax MX
dopmupoBanus
Tab6muma 4.3

KO)I KOMIIOHCHTA KOMIICTCHI MU

IToka3aresb oLleHHBAHUA

Kpurepuii ouenuBanus

I[1Kc-2.3 Crocobex peanmusoBars | Mcnomnbssyer KITFOYEBbIC
KOHIIETITyallbHyl0 ~ MOjenb  OusHec- | komnerenuu moaeau BACCM mist
aHanm3za BABOK pelieHus  3agad B 00JacTH

nHPOPMAITMOHHON 0€30IaCHOCTH.
CamocCTOATEeNEHO ompernenser

MOTPeOHOCTH M PEKOMEHJAIun
PELICHU, KOTOpble 00ECIeunBalOT
LEHHOCTh Ul 3aWHTEPECOBAHHBIX
JIMI B paMKax 3aa4 B3auMOJICHCTHS
oOmacreit UHPOPMAITHOHHON

0e30macHOCTH U OM3HeECa

Jnst oreHKu CPOPMUPOBAHHOCTH KOMIETEHIIMN, 3HAHUW M YMEHHUH, COOTBETCTBYIOIINX
JTaHHBIM KOMIIETEHLIHSIM, UCITOJIB3YIOTCSI KOHTPOJIBHBIE BOIIPOCHI, & TAKXKE 3a1a4H.

TumnoBble OLleHOYHbIE MATEPHAJIBI MIPOMEKYTOYHOI aTTecTaluu
Bomnpocs! k 3k3ameny no qucuuininHe «CpeacTsa 3aliuThl HHPOPMAITH»

1)  AxTyanbHOCTB peleHus poOIeMBI obecrieyeHus 0e3omacHoCTH
ABTOMAaTH3UPOBAHHBIX CHCTEM.

2) BpenonocHoe mporpamMmHoe obecrieueHune. Kiaccudukaims — BpEIOHOCHBIX
IPOTPaMM.

3)  Meroapl U cpencTBa aHTUBUPYCHOM 3aIIUTHI.

4)  TlaponbHas 3amuTa. OOIIKE MOIXOIBI K TOCTPOCHHUIO MAPOIBHBIX CUCTEM.

5) Cucremsl uneHTHUKAIUU U ayTCHTU(HUKALMH: OCHOBHBIC ONPEICIICHHS, THUIIBI,
0071aCTh TPUMEHEHUS, KJTAaCCU(UKAITHS.

6) KoH¢uneHumanbHOCTh, LEIOCTHOCTh, JOCTYIHOCTb. PoieBoe ympaBieHue
JOCTYTIOM.

7)  JluckpenmoHHOE ¥ MaHAATHOE YIIPABJICHHE JOCTYIIOM.
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8)  TlousTre yrpo3sl nHMOPMAIMOHHOMN Oe30macHOCTH. OCHOBHBIE BH/IbI M HCTOYHHKH
yrpo3 HHPOPMAITMOHHON 0€30IaCHOCTH.

9) IlonsTHe ys3BEMOCTH MH()OPMALIMOHHOM CHCTEMBI, aTaKU HA CUCTEMY.

10) Lwudposas creranorpadus. OnpeaeneHust 1 METOAbI UPPOBOI CTEraHOTpapHH.

11) Crerocucrema. O6macT IPUMEHCHHS KOMIIBIOTEPHOM cTeraHorpadum.

12) Tlonstus w  ompeaeneHus  coBpeMeHHOM — kpunrtorpadpuu.  CTOHKOCTH
KPHUITOAITOPUTMOB.

13) Knaccudukanus kpuntorpa@uyeckux alropuTMOB.

14) TlepcoHasbHbIC JaHHBIC. 3aIUTa IEPCOHATIBHBIX JaHHBIX

15) AJrOpUTMBI NIEKTPOHHOM MOIMKCH. XeITHPOBAHHE.

16) TocymapcrBeHHOE perynupoBanue B chepe HHPOPMAIHOHHON O€30IaCHOCTH.

17) 3ammiieHHas ’neKTpoHHas noanuck. Llnppossie cepTuduraro.

18) KommbroTepHble IPECTYIICHHUS.

19) Drambl mporecca OCYHICCTBIACHHS aTakd Ha WHPOPMAIMOHHYIO CHCTEMY.
Knaccugukanus cucteM oOHapyXeHuUs aTak.

20) CrocoObl MPOTHBOJACHCTBHSI HECAHKIIMOHUPOBAHHOMY CETCBOMY M MEKCETCBOMY
JIOCTYILY.

21) Knaccudukanus KOHPHICHIMATLHON HHPOPMAIIMK 110 BUIaM TaWHbI M CTEICHIM
KOH(UACHIUAIBHOCTH.

22) besomacHocTh paboThl B cetn MHTepHeT. OCHOBHBIE yrpo3bl Hpu padboTe B
HNuTepHeT.

23) besomacHas mocraBka e-mail COOOICHHI.

24) Ob6ecneyenne HHPOPMAIIMOHHON OE30MACHOCTH Ha TOCYIapPCTBEHHOM YPOBHE.

25) .O0ecnieuenre nHGOPMALIMOHHON OE30MACHOCTH HA YPOBHE HPEAIPUSTHSL.

26) Kaccudukarys TaiH.

27) IlpaBoBbIec OCHOBAaHUS OTHECCHHUS CBEJCHUI K KATETOPUH OTPaHHUYCHHOTO JIOCTYTIA.

28) UHctuTyTt craHgapTu3anuu chepbl HHPOPMAIIHOHHON OE30MTaCHOCTH.

29) HaumonanbHbIe CTAHIAPTHI B 00JIACTH HHPOPMAIIMOHHON 0E€30MACHOCTH ¥ 3aIUThI
uHpOpMaLUH.

30) MexayHapoaHble CTaHAApTHl B 00gacTH HWH(MOPMAMOHHON O€30MacHOCTH |
3alUTHl MH()OpMALIHH.

31) DneKTPOMArHUTHBIHA CIIEKTP KaK UCTOYHHK BO3JCHCTBUS HA HH(DOPMAIIUIO.

32) Kanansl cHiIoBOTO JIecTpyKTHBHOTO Bo3zeiicTus (C/IB) Ha nupopmaruio.

33) PekoMeHaalMH 110 3al[UTe KOMIBIOTEpHBIX cucTeM ot CIIB.

34) Kunaccudukaiys TeXHUIYSCKUX KAHAJIOB YTEUKU HH()OPMAIIHH.

35) Mogmenb 1 cIOCOOBI YTEUKH 110 PAAUOKAHATY.

36) Mogeinb U crmocoObl YTEUKHU 110 SICKTPUISCKOMY KaHaIy.

37) Mopmens u  cnocoObl  yTEYKH MO aKyCTHYECKOMY  (BHOpalMOHHOMY,
aKyCTONIEKTPHUECKOMY) KaHaYy.

38) Mopnenb 1 cocoOBl YTEUYKH IO ONTHYECKOMY (ONTHKO-3JIEKTPOHHOMY) KaHaITy.

39) Mopens 1 criocoObl yTeukH mo kanany [I9MIH.

40) Knaccuduxkanus yrpo3 Hecankimonuposanuoro gocryna (HC/I) k uadopmarum.

41) Kareropuu HapymmTenieil 6e30macHOCTH HHPOPMAIIMU M UX BO3MOXXHOCTH.

42) OOmas XxapaKTepUCTHKa YSI3BUMOCTEH.

43) Cmoco6sl peanuzanuu yrpo3sl HCJI k uadopmanmy.

44) Tlonsarue u 0000IIEHHAS MOJIENIb HETPAAUIIMOHHOTO HHPOPMAIIMOHHOTO KaHaa.

45) Metoapl COKphITHS HH(GOPMAIIMK B TEKCTOBBIX (aiiiax.

46) Metoapl COKpHITUS HHPOPMAIIMU B TpadUUeCKUX (aiiiax.

47) Meroasl COKpPBITHS HH(OPMAIIMK B 3BYKOBBIX (haiiiax.

48) Metoapl COKpHITUS HH(POPMAIIMU B CETEBBIX ITAKETaX M UCIIOIHIEMBIX (haiiiax.

49) Hcropuorpadus u Kinaccuduranus mudpos.

50) [Ipumeps! KpunTorpadu4ecKux aIropuTMOB.



51)
52)
53)
54)
55)
56)
57)
58)
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Kpunrocucrema ¢ CMMMETPUYHBIMU H HECUMMETPHYHBIMU KITIOYaMH.
OnexrpoHHas nudpoBasi MOANHUCH.

MannarHas ¥ AMCKPEIMOHHAS MOJIENIN TOCTYTIA.

[Tponienypa naeHTUHUKALINH, AyTCHTU(PUKAIIMNA 1 aBTOPH3ALHH.

Cucrema napoaupOBaHHsI.

CucTteMbl KOHTPOJIS U YIIPABICHHS JOCTYIIOM.

Cucrema oXpaHbl IEpUMETPA.

CoBpeMeHHBIE ~ TEXHOJOTMM MPEJOTBPALICHUS  YTEUKH  KOH(HUIACHIHMATHbHON

uH(pOpMaIIHU U3 KOPIIOPATUBHOM CETH.

59)
60)

[Tonsitue u pynkumnonan DLP-cucrem.
O0beM H CTpYKTypa AaHHBIX 3amuiaeMbix DLP-cucremamu.
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Onucanue CHCTEMBbI OICHUBAHUA

OueHovHbIe cpeacTBa
(¢popMBbI TEKy1IETO U Hokasaresm Kpurtepun ouenku
MPOMEKYTOYHOr0 KOHTPOJIsI) OLICHKH
Ompoc KoppektHocts u  monmHoTa | Ca0KHBIIM BOIIpPOC: TIOJTHBIH,
OTBETOB pa3BepHYTHIH, 000CHOBAaHHBIN OTBET —
4 6anna
[TpaBuiIbHBIHN, HO HE
apryMEHTUPOBAHHBIN OTBET — 2 Oasa
Hesepnsriit otBet — 0 6amios
OO0b14HbBII BONIPOC:
TIOJTHBIMH, Pa3BEpHYTHIN,
000CHOBaHHBIN OTBET — 4 Oasia
IIpaBunbHEIH, HO HE
apryMEHTUPOBAaHHBIN OTBET — 2 Oasuia
Hesepnsrit otBet — 0 6amios.
IIpocTroii Bompoc:
[IpaBuinbHbIi OTBET — 2 Oaia;
HenpasunbsHblit otBeT — 0 6asos
Tect 1) [IpaBUIBEHOCTP pEIICHHUIA; B  3aBucumoctu  or  cemecrtpa
2) KoppeKTHOCTb OTBETOB MaKCHMAaJIbHOE KOJIMYECTBO 0aJUIOB 3a
omuH Tec cocraBaser S5 wumum 10
OaioB
3aganue 1) mpaBHIBLHOCTD PEIICHHS; I[Ipu ycnoBun 2 KOHTPOJBHBIX B
2) KOPPEKTHOCTH BHIBOJIOB ceMecTpe, MaKCUMalbHOE KOJIIMYECTBO
3) 000CHOBaHHOCTH pellieHn | 0aJIOB 3a Kaxayro u3 Hux — 10.
[Tokazarens 1) omenuBaetcs ot 0 10
4; Tlokazatenu 2) u 3) OICHUBAIOTCS
ot 0 o 3.

IIxkana oueHUBaHUA

Onenka pe3ynbTaTtoB NPOM3BOAUTCA Ha OCHOBe [lono)keHHs O TEKylleM KOHTpOJe
ycleBaeMOCTH  OOy4aroUmIMxXcsi M NPOMEXYTOYHOM  aTTecTalMd  OOerarommxcs 1o
oOpa3oBarelbHBIM IpOrpaMMaM  BbICIIEro oOpa3oBaHus B Beicuiero oOpaszoBanus AHOBO
«CH», yrBepxkaenHoro Ilpuxazom Pexropa AHOBO «MCH», a Takxke Pemenus YueHoro
cosera AHOBO «MCH» ot 19.06.2018, nporokon Ne 11.

OneHka «OTIMYHO» BBICTABJISIETCS B ClIy4ae, €CJIM MPU YCTHOM OTBETE CTYIEHT MPOSBUII
(mokazan):
- IyOOKO€ M CHUCTEMHOE 3HaHHE BCEro MpOrpaMMHOI0 Marepuana yueOHOro Kypca, H3JIO0XKHIT
OTBET MOCJIEA0BATENbHO U YOS TUTEIBHO;
- OTYETIMBOE M CBOOOJHOE BJAJCHHE KOHUENTYaJbHO-TIOHSATUWHBIM amnmnapaToM, Hay4YHbIM
A3BIKOM U TEPMUHOJIOTUEN COOTBETCTBYIOIIEN JUCIIUILINHBL,
- YMEHHUE MpaBWIbHO MPUMEHITh TEOPETHUECKHE IOJOXKEHUS MpPU PEIIeHUH NPaKTUYECKUX
BOIIPOCOB U 3a/1a4;
- YMEHHE CaMOCTOSTEIbHO BBIMOIHSTh [IPEyCMOTPEHHbIE POrpaMMOi 3aJaHuS;
- HaBBIK 000CHOBAHUS MPUHSTOTO PELICHHUS.

O1eHKHN «XOPOIIO» BHICTABIISETCS B CIIy4ae, €CIU MPU YCTHOM OTBETE CTYJEHT MPOSBUI

(mokaszan):
- 3HaHUE y3JI0BBIX MPOOJIEM MPOrpaMMBbl U OCHOBHOI'O COJEPKAHNUS JIEKIIMOHHOTO KypcCa;
- YMEHHUE I0Jb30BaThbCs KOHIENTYaJbHO-TIOHATUNHBIM aIlllaparoM YMEHHE MPEUMYILIECTBEHHO
IPaBUIBHO NMPUMEHATh TEOPETHUECKUE IMOJIOKEHHS MIPU PELUIEHUH MPAaKTHYECKUX BOIPOCOB U
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3ajad,
- YMEHHME BBIOJIHATH IPEAYCMOTPEHHBIE IPOIPaMMOi1 3a/1aHNS;
- B LIEJIOM JIOTMYECKH KOPPEKTHOE, HO HE BCETAAa TOYHOE M apryMEHTHPOBAHHOE H3JIOKCHHE
OTBETA.

OueHKH «yI0BJIETBOPHTEJIBHO» BBICTABIIIETCSA B CIy4ac, €CIU IIPU YCTHOM OTBETE
CTYIEHT MPOSIBUI (TIOKa3amn):
- (parMeHTapHble, TOBEPXHOCTHBIC 3HAHUS BaXXHEHMIIMX pa3lesioB MPOrpPaMMbl M COAEPIKAHUS
JIEKIIMOHHOI'O Kypca;
- 3aTPYAHEHUS C UCIOJIb30BAHUEM HAyYHO-IIOHSITUHHOIO ammapara U TEPMHHOJIOTUH Y4eOHOMH
JUCLUIINHBL,
- 3aTpyNHEHUS C NPUMEHEHHEM TEOPETUYECKUX IIOJIOKECHUH IPH PEUICHHH IPAKTUYECKUX
BOIIPOCOB U 3a/1a4,

OneHka «HeyI10BJETBOPHUTEIbLHO» BBICTABIISIETCS B ClIy4ac, €CIM IIPU YCTHOM OTBETE
CTYICHT MPOSBUJ (TIOKa3amn):
- He3HaHMe 100 OTPHIBOYHOE MPE/ICTaBIEHUE YUeOHO-IIPOrPAMMHOTIO MaTepuana;
- HEyMEHUE MHCHOJNb30BaTh HAyYHO-TIOHATUHHBIM ammapar M TEPMHHOJOTHIO Yy4eOHOM
JUCLUILINHBL,
- HEyMEHHE MPUMEHSTh TEOPETHUUECKHUE IOJOKEHUSI IPU PELICHUH MPAKTUYECKUX BOIIPOCOB U
3ajad,
- HEyMEHUE BBINOJIHATH [IPEyCMOTPEHHBIE IPOrPaMMON 3aJaHUsl.

4.4. MeToauyecKue MATEPHAJIbI 10 OCBOCHUIO JUCHMIIJIMHBI

Paboueii mporpaMMoii TUCHMIUIMHBI TPETYCMOTPEHBI CIEAYIONINE BHUIBI AYJHUTOPHBIX
3aHATHUM: JIEKUUH, MpaKkTUYeckue 3aHsaTus. Ha neknusx paccmarpuBaroTcss Hauboliee CIIOKHBIN
Marepuan TUCHHUIUIMHBL. J[s pa3BuUTHS y MarucTpaHTOB KPEaTUBHOTO MBIIUICHHS W JIOTHKH B
KOKJIOM TeMe yuyeOHOM AMCUMIUIMHBI TPEIyCMOTPEHbl TEOPETUYECKHE  IOJIOKEHMS,
WHCTPYMEHTAJIbHBIE CPEJCTBA, a TaKKe INMPUMEPHl MX HCIOIB30BAHUS TPHU PEHICHUH 3a1ad
oOecniedeHuss HGoOpMaIoHHON Oe3omacHocTU. KpoMe Toro, yactb TEOPETHUECKOTO MaTepualia
NPEIOCTABIISIETCS HA CaMOCTOSTENIbHOE H3YYeHHE MO PEKOMEHIOBAHHBIM HMCTOYHUKAM JUIs
(bopMHpOBaHUS HaBbIKA CAaMOOOYUECHHMS.

[IpakTudeckue 3aHATUS NpPEAHA3HAUYEHBl U CaMOCTOATENBbHOM paboThl MarkMCTPaHTOB
10 PEHICHUIO0 KOHKPETHBIX 3a1a4. Kaxkioe mpakTuieckoe 3aHsATHE COMPOBOXKIACTCS 3aJaHUSIMHU,
BbIJIaBA€MbIMHM MarucTpaHTaM Ul PeLICHHUs BO BHEAYTUTOPHOE BPEMS.

Jns pabotel ¢ medatHbIMM U 3nekTpoHHbIMH pecypcamu AHOBO «MCH»  wumeercs
BO3MOXKHOCTb JIOCTYHa K OJJEKTPOHHBIM pecypcam. OpraHuzauus paboThl MarucTpaHTOB C
ANIEKTPOHHOM OMOMMOTEKOM yKa3aHa Ha caiiTe MHCTUTyTa (cTpaHuue caiita — «HayuHas
OuOIMOTEKaY).

5. Meronnuyeckune ykazaHus JJis1 00y4al0IUXCs M0 OCBOEHHU IO M CIUTIINHbI

OO6yuenne no nucuumianHe «CpencTBa 3amMThl MH(GOpMAMKU» MpeArojaraeT H3ydeHue
Kypca Ha ayJUTOPHBIX 3aHATHUAX (JEKIUH, MPAKTUYECKUEe pabOThl) U CAMOCTOSATENbHON PadOThI
oOyuaronuxcsi. CeMUHapCKue 3aHATHS AUCHUIIIMHBL «CpefcTBa 3amuThl  WHGOPMALIUN
IPEAIIONIaraloT UX MPOBEICHUE B PA3IMUHBIX (POPMaXx C IETBIO BBISBICHUS MOTYYCHHBIX 3HAHHIA,
YMEHUH, HaBBIKOB M KOMIIETEHIIMHA C TMPOBEJCHHWEM KOHTPOJIBHBIX MeponpustHidi. C 1enbio
obecrieueHrs yCTENHOTO 00ydYeHHsI OOYJaroNIUiCs JOJKEH TOTOBUTHCS K JIEKIIHH, TOCKOJIBKY
OHa SBJIAETCS BaKHEHel popMoii opraHn3anuy yueOHoro npouecca, moCKoJIbKY:

—  3HAKOMHT C HOBBIM y4EOHBIM MaTepHajIoM;

—  pa3bscHsET yuyeOHbIE JIEMEHTBI, TPYIHBIE JJIs TOHUMAHUS;

—  CHCTeMaTu3MpyeT yuyeOHbII MaTepua;

—  OpHUEHTHUpYET B yueOHOM Mpoliecce.

Ilooecomoeka K nekyuy 3aKI0YACTCS B CICAYIOIIEM:

—  BHHUMATeJbHO MPOYUTANTE MaTepHall MPeAbLIyIIEeH JEKIUHY;
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—  Y3HaiiTe TeMy MpeCTosALIeH JeKIuH (M0 TeMaTHYeCKOMY IUIaHy, 10 HHPopMaluu
JIEKTOPA);

—  03HAKOMBTECh C YUEOHBIM MaTE€pPHAJIOM IO PEKOMEHIYEMOI JTUTeparype;

—  TIOCTapaiTech YSCHUTh MECTO M3y4aeMOi TEMBI B CBOEH MPOeCCUOHATBLHOM
MOATOTOBKE;

—  3amuIIATE BO3MOXKHBIE BOMPOCHI, KOTOPBIE BHI 331a/IUTE JIEKTOPY Ha JIEKIUH.

Iloo2omoska Kk npakmu4yeckum 3aHAmMuIM:

—  BHHUMATEJbHO MPOYUTANTE MaTepHal JIEKIIUI, OTHOCSIIUXCS K TaHHOMY
CEMUHAPCKOMY 3aHSATHIO, 03HAKOMBTECH C y4EOHBIM MaTepHalioM;

—  OTBETHTE Ha KOHTPOJIBbHBIE BOMPOCHI IO CEMUHAPCKHUM 3aHSATHSIM, TOTOBBTECH /1aTh
Pa3BEPHYTHIN OTBET HA KAXKJIbIA U3 BOIIPOCOB;

—  ySCHUTE, KaKue y4eOHbIE 2JIEMEHThI OCTAIMCh ISl BAC HESICHBIMU U IOCTapanTeCh
MOJyYUTh Ha HUX OTBET 3apaHee (10 CEeMHUHAPCKOTO 3aHATHSA) BO BpeMS TEKYLIUX
KOHCYJIBTallU{ IPEIo1aBaTeis;

—  TOTOBUTHCS MOXXHO UHJAMBHYaJIbHO, TAPAMH UM B COCTAaBE MaJION TPYIIIIHI,
MOCJIeTHAE SIBISIOTCS 3 (HEKTUBHBIMU (hOpMaMK pabOTHI;

— paboyas mporpaMma JIUCIMIUIMHBI B YaCTH 1I€JICH, IEPEUHIO 3HAHUM, YMEHUH,
TEPMHUHOB U YY€OHBIX BOIIPOCOB MOXKET OBITH UCIIOJIb30BaHA BAMH B Ka4eCTBE
OpHEHTHUPA B OpraHU3aIH 00yueHUSI.

Buinonnenue 3adanus:

38) [ToBTOpEHHE JCKIIMOHHOIO MaTrepHaia, W3ydeHHE HOPMATUBHOW JHMTEparyphl (TEKCTa

CTaH/apTa), UCIOJIb30BaHUE PEKOMEHAYEMON JTUTEPATYPBHI.

39) [MocereHre KOHCYIBTANIN TPETOAABATENS.
[Tponieypa ocymiecTBICHHS KOHTPOJIS BBIIOIHEHHS 3aJaHUSI TPOBOAUTCS IO KPUTEPHSIM.
6. YueOHas quTepaTrypa M pecypchbl HHPOPMAIHOHHO-TEJICKOMMYHHUKANMOHHOM CeTH
"HHTepHer", BKJIIOYasl epevyeHb Y4eOHO-MeTOAMYecKoro odecneyeHus 1JIs
CaMOCTOATENbHOI padoThI 00y4ar0OIUXCH M0 JUCHHUIINHE
6.1. OcHoBHasi IMTEeparypa

1. 3enxos, A. B. UHdopmanmonnast 6e30macHOCTb U 3amuTa nHopMauu : yuedbHoe nocodue
st By30B / A. B. 3enkoB. — Mocksa : U3narensctBo HOpaiit, 2021. — 104 ¢. — (Bricmee
obpazoBanue). — ISBN 978-5-534-14590-8. — Tekcr: anextponusiii / IbC KOpaiit [caiiT].
— URL: https://urait-ru.idp.nwipa.ru/bcode/477968.

2. OpraHu3allMOHHOE M MPaBOBOe olecredeHrne MH(PpOopMaMoHHON 0€30MacHOCTH : yUeOHUK U
npakTHUKyM ais By3oB / mon penakuueit T. A. Tlomskosoii, A. A. CtpenbiioBa. — Mocksa :
WznarensctBo [Opaiit, 2021. — 325 c. — (Bricmiee oOpazoBanue). — ISBN 978-5-534-
03600-8. — Texct: osnextponHbii // DBC IOpaiit [caiit]. — URL: https:/urait-
ru.idp.nwipa.ru/bcode/469235.

3. OcHOBBHI ynpaBieHUs HHPOPMAITMOHHOW 0€30MacHOCTRIO : yueOHoe mocobue : [lomymeHo
YMO .../ A. 1. Kypurno, H. I. Munocnagckas, M. FO. Cenaropos, A. U. Toncroii. - 2-e uzn.,
ucnp. - MockBa: Topsiuas  nuaus-Tenexkom, 2016.- 244 c. - (Bompocs
ynpasiieHUs: UHpopMaMoHHO# Oe3omacHocThio. Beim. 1). - bubnuorp.: c. 234-239. - ISBN
978-5-9912-0361-6.

4. Kopabenbuukos, C. M. Ilpectrymienus B chepe nHpopmManmoHHOH 6€30MacHOCTH : yueOHOe
nocobue mis By30B/ C. M. KopabensaukoB. — Mocksa : WUznarensctBo Opaiit, 2021. —
111 c. — (Bsicmiee obpazoBanue). — ISBN 978-5-534-12769-0. — TekcT : 3eKTpOHHBIH //
OBC [Opaiir [caiit]. — URL: https://urait-ru.idp.nwipa.ru/bcode/476798.

Bce ucTOYHMKM OCHOBHOM JIMTEPATYPBl B3aUMO3aMEHAEMBI.


https://urait-ru.idp.nwipa.ru/bcode/469235
https://urait-ru.idp.nwipa.ru/bcode/469235
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6.2 JlonoJIHUTEIbHAA JIUTEepaTrypa

1. 3onorapes, B. B. Ynpaenenune undopmamnmonnoir 6ezonacHocthio. Y. 1: AHamus
MH(POPMAITMOHHBIX PUCKOB : yuyeOHoe mocodue / B. B. 3omorapes, E. A. Jlanunosa. -
Kpacnosipck : Cu0. roc. aspokocmud. yH-T, 2010. - 144 c. - TekcT : AIeKTPOHHBIH. -
URL: https://znanium.com/catalog/product/463037 (mara obpamenus: 03.08.2021). —
Pexum octyna: mo mojmmcke.

2. Jponor B.IO. MexnyHaponHble U OTEUECTBEHHBIC CTAHIAPTHI M0 MHPOPMALIMOHHON
0e30macHOCTH : yueObHo-MeTonuueckoe nocodue / Jlpono B.}O.. — HoBocubupck :
HoBocubupckuii rocynapcTBeHHbId TeXHUYECKUl yHuBepcuteT, 2016. — 34 c. —
ISBN 978-5-7782-3112-2. — TekcT : 37eKTpOHHBINA // DAECKTPOHHO-OMOIMOTEUHAS
cuctema IPR BOOKS : [caiir]. — URL: http://www.iprbookshop.ru/91395.html
(mara obpamienus: 03.08.2021). — Pexxum noctyna: aiis apropusup. [loms3oBareneit

3. TacanoB D.C. Camapuna E.A. VYnpasienue uHPOpPMAIMOHHOW O0€30MAaCHOCTHIO B
KOPIOPAaTHUBHON MPEANPUHUMATEILCKON Cpefie B YCIOBHSIX KUOepyrpo3 1udpoBoit
SKOHOMMKHU [DnekTponHsbIil pecypc] — URL: https://cyberleninka.ru/article/n/

6.3. YueOHO-MeTOAMYECKOE 00ecniedeHHe CAMOCTOATEIbLHOH PadoThl

[Tpukaz3 MunoOpuayku Poccum ot 19.11.2013 N 1259 (pen. or 05.04.2016) "O6
yrBepxkaeHnn [lopsiaka opraHu3aiy U OCYIIECTBICHHUS 00pa30BaTeIbHON eI TEIBbHOCTH 110
o0pa3oBarebHbIM IIPOrpaMMaM BBICIIEr0 00pa3oBaHUs - MporpaMMaM HOATOTOBKH Hay4yHO-
[eIarorM4eckX KaJpoB B acmupaHType (aabloHkType)" (3apeructpupoBaHo B MuHiocte
Poccun 28.01.2014 N 31137)

6.4. HopmaTuBHbIe IpaBoBbIe JOKYMEHTHI.
He ucnons3yrores

Pycckosi3bIuHBIE pecypCehl
DNeKTpOHHBIE YIEOHHKHU AIIEKTPOHHO - OnbmoTeunoi cucteMsl (ObC) «AnOyke»
DNeKTPOHHBIE YICOHUKH AIIEKTPOHHO — OnbmoTeunoi cuctemsl (OBC) «Jlanby»
PekomenayeTcs UCNonb30BaTh CIEAYIONINI HHTEPHET-PECYPCHI
http://serg.fedosin.ru/ts.htm
http://window.edu.ru/resource/188/64188/files/chernyshov.pdf

6.6. Unbie HCTOYHHKH.
He ucnons3yrores.

7. MarepuajibHO-TeXHHYeCKasi 0a3a, HHPOPMALMOHHbIE TEXHOJIOTHH, IPOTPAMMHOE
odecnieyenre 1 MHGOPMALIMOHHBIE CIIPABOYHbIE CHCTEMbI

VYyeOHasi TUCHUIUTMHA BKJIIOUAET MCIOIB30BaHUE MporpaMMHOro odecrneueHus: Microsoft
Excel, Microsoft Word, 117151 mOATOTOBKM TEKCTOBOTO M TAOJIMYHOTO MaTepHaria.

HNHTepHEeT-CEpBUCHL U AIIEKTPOHHBIE PECYPCHI (IIOUCKOBBIE CUCTEMBI, JJIEKTPOHHAs 104Ta,
npodecCHOHATBHBIE TEMAaTUYECKUE YaThl U (POPYMBI, CUCTEMBI ayJu0 M BHUICO KOH(MEpEHIINH,
OHJIAaH OHIMKJIONEANH, CIPABOYHHUKH, OHOIMOTEKH, OJIEKTPOHHBIE Y4eOHble M y4eOHO-
METOJIMYECKIE MaTePUAIBI).


https://cyberleninka.ru/article/n/
http://serg.fedosin.ru/ts.htm
http://window.edu.ru/resource/188/64188/files/chernyshov.pdf
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Onucanue MaTepuaIbHO-TEXHMYECKOI 0a3bl, HEOOXOAUMOIi 115l OCYIIeCTBIECHUS
00pa30BaTeJbHOIO NMPOIECCa MO TUCHUIINHE (MOTYJII0)

Ne /n | HaumenoBanue

1. KOMHBI-OTCpHI)IG KJIaCChI C IIEPCOHAIBHBIMU BBM, 06’Be,I[I/IHeHHI:>IMI/I B JIOKAJIBHBIC
CC€TH C BBIXOJOM B I/IHTepHeT

1. | IMaker Excel -2016, proftesional plus, IBM SPSS statistics, R, RStudio, Anaconda

2. | MynsTuMenuiiHble CpeICTBA B KaX/I0M KOMIIBIOTEPHOM KJIacCe U B JIEKIIMOHHOHN
ayAUTOpUU

3. | bpay3sep, cereBbie KOMMYHHKAITMOHHBIC Cpe/ICTBA [T Bbixoaa B MiHTepHeT. CepBHCHI
U CIyxO0bl Azure

Komnbrorepusie kimaccel w3 pacuera | I[IOBM s ogHoro oOywaemoro. Kaxkmomy
oOyyarolemMycst JoJKHa ObITh ITPEeJOCTaBIeHa BO3SMOXKHOCTb JIOCTYIIA K CeTsAM Tuna MHTepHeT B
teueHue He MmeHee 20% BpeMeHU, OTBEJICHHOTO Ha CAMOCTOSITENIBHYIO ITOATOTOBKY.



